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3awmuTta nHcpopmauum

B KOPNopaTUBHOMN 3JIEKTPOHHOMN NoYTe

AHHoTauunA

B onepaunoHHbIX cuctemax Microsoft® Windows® 2000/XP/2003/Vista/2008/7/2008R2
B MOSIHOM obbeme peanu3oBaHa WHpacTpykTypa OTKpbIThbIX krtoden (PKI — Public Key
Infrastructure). 3Ta nHdpacTpykTypa NpeacTaBnseT cobor UHTErpPMPOBaHHLIA HAabop cnyx6 u
cpeacTB aAMVHUCTPUPOBAHMS AN CO34aHUS U pa3BepTbiBAHMSA MPUITOXKEHWIN, NMPUMEHSOLLNX
Kpuntorpaduio € OTKPbITBIMKU KMoyamu, a Takke anga ynpasneHns mmu. OHa nos3sonseT
KOpnopaTMBHbLIM KNWEHTaM WUCMNOMb30BaTb KpunTorpaduyeckne cpeactsa Ans  3alluThbl
WHpopmaumm, nepefaBaemMon C  UCNOMNb3OBAHWMEM  SMEKTPOHHOW  noutbl  Microsoft.
PeanusoBaHHoe no crtaHgapty Microsoft CSP  ceptudwmumpoBaHHoe  cpedcTBO
Kpuntorpadcpuyeckon 3awmtbl uUHpopmaumm — Kpuntollpo CSP nossonser Tenepb
MCMNomnb30BaTh MHMPACTPYKTYPY OTKPbITBIX KMOYEN M CTaHdapTHble npoaykTel Microsoft co

CTOMKMMMW POCCUMACKUMU KpunTorpadnydeckumMm anroputMmamu.
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© 000 "KpunTo-lpo", 2001-2010. Bce npaa 3aLuLLEHbI.

WHdopmaLms, cogepxallascd B HACTOALLEM [OKYMEHTe, MpeacTaBnseT TeKyLUyHo
TouKy 3peHus "Kpunto-Ipo" no obcyxgaembiM BonpocaMm Ha MOMeHT nybnukauumu. B
YCIOBUSIX MEHSIOLLENCH PbIHOYHON KOHBIOHKTYPbI, Tpebylollen COOTBETCTBYIOLLEN
KOPPEKTUPOBKN BeayLuxca paspaboTok, AaHHYy WHpopMauuio He cnegyet
paccmaTtpuBaTh B KayecTBe kakoro 6bl TO HU 6Obino obasaTenbcTBa CO CTOPOHbI
"Kpunto-Mpo". "Kpunto-Npo" He MOXeT rapaHTMpoBaTb TOYHOCTb WHOpMaumu,
npeacTaBreHHoW nocne Aatbl nydnvkaumm.

[aHHbIn  OOKYMEHT uvMeeT WUHgopMaTuMBHbIA - xapaktep. "Kpunto-lpo" He
NpeaoCcTaBnseT HUKaKUX rapaHTUi, HN SIBHO BbIPaXEHHbIX, HU NOApa3yMeBaeMbIX, B
CBSA3U C JAHHBIM JOKYMEHTOM.

Kpuntollpo CSP siBnsieTcs oxpaHaembiM ToBapHbIM 3HakoM OO0 "KpunTto-Ipo".

Microsoft, ActiveX, Authenticode, Outlook, Windows, Windows NT u ambnema
BackOffice siBnstoTca oxpaHsemMbiMm TOBapHbIMM 3HakaMm koprnopauuu Microsoft.

HasBaHus gpyrnx nNpoAyKTOB WNW MNpPepnpusaTuii, ykasaHHble 30ecb, MOryT ObiTb
TOBapHbLIMM 3HAaKaMKn COOTBETCTBYIOLLMX BnagesnbLes.

OO0 "Kpunto-Ipo", Poccus, 127 018, Mockea, CywieBckun Ban, 0.16 ctp. 5



3AWLNTA UHOOPMALIUUN

Mpoucxopsiiee cenvyac GypHoe pasBUTE KOMMbIOTEPHBLIX CeTen U KOMMYHUKALWUA 3HAYUTENBHO
pacluMpsieT BO3MOXHOCTU MNPUMEHeHUs1 MH(OPMAaLMOHHBIX TexHomnoruii ans obmeHa MHGopmauuen
MexXay pasnuyHbIMU KaTeropusamiu nonb3oBatenei. BmecTe ¢ BHeapeHMeM B MoBcedHEBHYy paboTy
pasnUyHbIX CPeacTB obmeHa WHdopmauueid B 3MNEKTPOHHOM BuWAe, BCE akTyarnbHee CTaHOBUTCSH

npobnema obecneyveHus ee 6e30MacHOCTU: KOHPMAEHUNANBHOCTU, LLEJTOCTHOCTM U aBTOPCTBA.

Monb3oBaTtenb Bce GoMblie Xo4YeT GbiTb YBEPEH, YTO OTNpaBrieHHble UM COOGLLEHUS HUKTO He
npoynTaeT, KpoMe ykasaHHOro aapecaTa. [lonyyaTenb e Xo4yeT OblTb YBEPEH, YTO MHGOPMaLWus
noslyyeHa MMEHHO M3 TOTO MCTOYHMKA, OT KOTOPOro OH ux oxwugan. Ons obecneveHuss 6esonacHoCcTu
nepegaBaemMon  MHdopmauuMM BO BCEM  MUpe BCE  aKTUBHEE  MPUMEHSIIOTCH  TEXHONOoruu

KpuntTorpadymyeckon 3alunTbl C UCMONb30BAHNEM OTKPbITbIX KITHOYEHN.

Mo mMepe paclUMpPeHUs] UCMONb3OBaHWUA CUCTEM 3MEKTPOHHOM MOYTbl B POCCUMICKOM OEMOBOM
MUpE CTPEMWUTENbHO PacTeET W KOMUYECTBO KOHMUAEHUMAmNbHbIX daHHbIX, NepedaBaeMblXx MO CeTu
NHTepHeT. B pesynbTraTe CcTaAHOBUTCA akTyanbHOM npobrnema aBToMaTM3auMM W 3aLUThbI
AOKYMEHTO060pOTa, OCYLIECTBNSIEMOIrO C MOMOLLbI CPEACTB JNIEKTPOHHOM MOYThl: XoyeTcsi ObiTb
YBEPEHHBIM, YTO OTMNpPaBIIEHHbIE COOBLLEHNS HUKTO HE NMPOYMTAET, KPOME yka3aHHOro agpecarta. BaxHo
Takke ObiTb yBEpEeHHbIM, YTO OTMNpaBfiieMble 3NEKTPOHHbIE [OOKYMEHTbl B MNpoLecce Nepecbinku U

XpaHeHnA He 6y,EI,yT nogaenaHbl.

Hanuuve 3awmweHHbIX moauduKauMin Takux MporpaMMHbIX MPOOYKTOB Kak, Hanpumep,
KMMEHTCKOE OKOHYaHME CUCTEMbl 3NEKTPOHHOM no4ytbl - MS Outlook, BbIMOMHEHHBIX B CTPOrom
COOTBETCTBMU C OTEYECTBEHHbIMW KpuUNTOrpauyeckumm ctaHgapTamu, no3Bonuno 6bl POCCUNCKUM
notpebutensaM CTpouUTb Ha WX OCHOBE COOCTBEHHblE 3allMLLEHHble KOprnopaTuBHbIE CUCTEMbI
3NEKTPOHHOro AOKYMeHTOOoOopoTa Mnoboro ypoBHA CMOXHOCTU: OT Gyxrantepum HebomnbLIOW YacTHOW
KOMMaHMM OO pacyeTHOM CUCTEMbl KPYMHOrO Kommepyeckoro 6GaHka. C nomowplo 3TuUX cpeacTs
BO3MOXHa TaKkKe oOpraHMsauus B3anMMOOEWCTBUS TOProBbiX MpeanpuaTuiA € gunepamum U
npegocTaBneHne UM  KOMMEpPYECKOW wHdopmaumm yepe3 WHTepHeT. KpynHble NpOMBbILWIMEHHbIE
npeanpusiTUss MOryT CTPOUTb Ha WX OCHOBE COOBCTBEHHbIN KOH(UAEHUMANbHBLIA OOKYMEHTOOOOPOT.
Mpeanpuatns pobbiBaowen M nepepabatbiBalollert MPOMbILUNEHHOCTU MOryT co34aBaTb CUCTEMbI
B3aMmoaencTeus LleHTpanbHbIx 0MCOB C yaaneHHbiMu cunuanamm u mHoroe apyroe. Kpyr 3apad,

pewaemMblX TakKnMn NnpuknagHbiMm cuctemamu, npakTn4eckn HeorpaHM4eH.

KPUMNTOIPA®UA C OTKPbITbIMUA KITFOHAMMU

KpunTtorpagusa — 3TO KOMMIEKCHas Hayka O 3awuTe gaHHbiX. Kpyntorpaduyeckme anroputmbl
ncnonb3ylTcsa ONs WndpoBaHns OTKPbITOro Tekcta (plaintext) ¢ ncnonb3oBaHnem Kntova wndgpoBaHus
(encryption key), B pesynbTate 4ero nonyyalwTca 3awndpoBaHHble AaHHble  (ciphertext).
3awmndpoBaHHbIn N0 HaOEXHOMY KpunTorpaduyeckomMy anroputMy TeKCT MPakTUYEeCKM HEeBO3MOXHO
pacwudpoBaTe 6e3 AONOMHUTENbHBLIX [aHHbIX, KOTOpPble Ha3biBAOTCA KIOYOM paclumgpoBaHuUs

(decryption key).



B «kpuntorpachmm c cCUMMETpUYHbIMKM KMovamu (symmetric key) ans wudppoBaHus U
paclwmncpoBaHnss UCNONb3yeTCA OAMH U TOT Xe CeKpPeTHbIn Knod (secret key), TO ecTb KnwoY
WwndpoBaHMsa coBnagaeT Kmo4YoM paclimdgpoBaHms. CTOpoHbl MOMyT nepedaBaTtb ApPYyr OPYry AaHHble,

3aMdPOBaHHbIE CEKPETHbLIM KIMOYOM, TOSTbKO MOCHe TOro, Kak OHU OOMEHSIIOTCS 3TUM OBLLMM KITHOYOM.

B oTnuume oT WwundpoBaHus ¢ CEKPETHBLIM KMNoYoM, hyHOAMEHTarnbHbIM CBOMCTBOM LUMAPOBAHUSA
C OTKPbITbIM KITOYOM SBNSAETCA pasnuMyne Mexay KroyoM LWMGPOBaHUA M KMYOM paclundgpoBaHus.
OTKPbITBIA KoY NO3BONSET 3alimdpoBaTb OTKPbITLIA TEKCT, HO He MO3BoNsieT paclwmdpoBaTtb ero. B
3TOM CMbICIIE OTKPbITBIN KMHOY MOXHO Ha3BaTb OAHOCTOPOHHMM (One-way). YTobbl paclumdpoBaTb TEKCT,
HY)XXEeH KMoY paclimgpoBaHuns, KOTOPbIN OTAMYaeTCs OT Kroya LindpoBaHus, XOTA U CBSA3aH C HUM.
Takum obpasoM, npu WNGPOBaAHMN C OTKPLITLIM KIOYOM Y KaXXAoro nonb3oBaTens OOMKHO ObiTb ABa
Knwoya — oTKpbITHIA (public) n nuyHbIA (private) — cekpeTHbIN Kkntod. Ecnn oTKpbITBIN KMOY caenaTb
06LLeaoCTYNHbIM, MONb30BaTENN CMOryT OTNPaBnATb BaM 3awndpoBaHHble C HUM AaHHble, KOTopble
TONbKO Bbl BydeTe cnocobHbl pacwudpoBaTb C MOMOLLBIO CBOEro FfIMYHOIO CekpeTHoro knwoya. C
NMOMOLLBIO MIMYHOIO KNtoYa Bbl Takke MoxeTe npeobpasoBaTb OTNpaBnseMble AaHHble Takum 0Bpasom,
YTO Norb30BaTeNy CMOryT YAOCTOBEPUTLCS B TOM, YTO 3TU AaHHble Obinv OTNpaBneHbl MUMEHHO BaMu, a
He KeM-TO ApyrMM. OTa BO3MOXHOCTb CIYXWT OCHOBOM LM(POBbLIX MOANWCEN, KOTOpble noAapobHee

obcyxpatoTcsa ganee.

B03MOXHOCTH KpUNTOrpacum ¢ OTKPbITLIMU KITHOYaMu

Pasnunuue knioyeit — OTKPbITOro M NIUYHOMO — B KPUMTOrpadon ¢ OTKPbITEIMI KrtoYamu NMo3Bornmmno
CO3[aTb Ccrieaylolme TEXHONMOMMU: JNEKTPOHHbIe LMpPOoBble MOANWUCKH, pacrpedesieHHas MpoBepka
MOAJSIMHHOCTM, CcorfacoBaHWe OOGLLero CeKpeTHOro Krwya ceccuu, wudpoBaHue 6Gornblnx 0GbEMOB

OaHHbIX 6e3 npefBapuUTenbHOro obmMeHa ObLLMM CEKPETHBLIM KITHOYOM.

B HacTosillee Bpemsi XOpOLIO WM3BECTEH LEenbli psi anroputMOB LUMPOBAHMSA C OTKPbITbIM
kntovyoMm. HekoTopble anroputmbl, Hanpumep RSA (Rivest-Shamir-Adleman) n ECC (Elliptic Curve
Cryptography), yHWBepcanbHbl, OHU MOAAEPXKMBAKOT BCE MEPEYUCTIEHHbIE Bbile onepauuun. Opyrue

aliropuTMmbl bonee cneunann3npoBaHbl 1 nogaepXxnearoT He BCe BO3MOXHOCTU. K nx YUCINY OTHOCATCA:

*  POCCUWCKUI anroputm anekTpoHHon umdposon noanucu FOCT P 34.10-94, TOCT P 34.10-
2001;

e anropuTm anekTpoHHoW undposon noanucu DSA (Digital Signature Algorithm Bxogsawmn B
npuHaTbi B CLUA rocygapcTBeHHbI cTaHgapT uudposon nognuck Digital Signature
Standard, FIPS 186);

» anroputm DH (Diffie-Hellman), npumeHsiembln ansa BoipaboTkM 06LLEro CeKpeTHOro knwoya

ceccun.

[anee kpaTKo ONMUCLIBAKOTCS MPUHLUMbLI UCMOJTb30BaHUS KPUNTOrpadoumn C OTKPbITHIMA KIToYaMu.
TpaguUMOHHO AN WIJIIOCTPaUMM  KpUNTOrpadouYeckUx  arnropuTMOB  WUCMONb3YOTCA  YCITOBHbIE
noneb3oBatenu: Anuca u bob. lNogpasymeBaeTcs, YTO OHU MOryT obmMeHuBaTbCs MHGPOPMAaLMEN, HO He

UMEIKOT NnpeaBapuTernibHO pacnpenefnieHHbIX obwmnx CEeKpeTHbIX KItoyen.



3neKTp0|-|Hb|e LIM(*)pOBbIe noganucum

Cos3gaHne n npoBepka 3MeKTPOHHbIX LndpoBbix nognucen (digital signature) — aTo, BEPOATHO,
cambli UHTEPECHbBI acnekT Kpuntorpadun ¢ OTKPbITbIMU Krtoyamu. OCHOBOW 3NIEKTPOHHON LndpoBoi
noganucu  ABNsSieTCA  Maremartumyeckoe npeobpasoBaHue nognucbiBaeMblx  (signed) QaHHbIX C

ncnosib3oBaHMEM JIMYHOIo CEKPETHOrO Krko4a 1 BbINOJNTHEHMEM CreayLWnX yCJ'IOBI/II7I.

* Co3pgaTb 3MNEKTPOHHYHO LMMPOBYIO MOAMUCb MOXHO TOMBbKO C MCMOMb30BaHUEM JTMYHOTO
CEKPETHOrO Krtoya.

e [lpoBepuTb OENCTBUTENBHOCTb 3MIEKTPOHHOW LMPOBON NOANMUCK MOXET IHoOON, MMELMIA
JOCTYN K COOTBETCTBYIOLLEMY OTKPbITOMY KItOUy.

* Jlioboe nameHeHve NoanMCaHHbIX AaHHbIX (Jaxe n3MeHeHue Bcero ogHoro 6uta B 60nbLIOM

hanne) AenaeT ANEKTPOHHYI0 LMPOBYIO NOANUCH HEAEUCTBUTENBHOMN.

ONeKTPOHHY0 UMpPOBYIO NOANUCH, Kak 1 Mobble Apyrve AaHHble, MOXHO NepeaaBaTb BMECTE C
noanucaHHbIMK, TO €CTb 3allUMLLEHHBIMK eto, AaHHbIMU. Hanpumep, Bob moxeT cozaaTb nognucaHHoe
cooblleHMe SMEKTPOHHON MoYTbl WM OTMNPaBWUTb TEKCT COoOGLUEeHMss BMecTe C noAanucbio Anuce,
NpeaocTaBMB el BO3MOXHOCTb YAOCTOBEPUTLCHA B NOAMMHHOCTU OTNpaBuUTens aToro cooblieHns. Kpome
Toro, undposas Nnoanvch Nnos3sonseT yoeauTbCa B TOM, YTO daHHble Npu nepeaade agpecary He Gbinu

N3MeHeHbI (Cry4yanHo unun npeaHaMepeHHo).

MpoBepka NOANMHHOCTHU

Kpuntorpadms ¢ OTKpbITbIMKU KNioYamn obecrneudnBaeT HafexHble CnyxObl pacnpeneneHHon
ayTeHTudmkaumm. Ecnn Annca nonyumna ot boba aaHHble 1 oTnNpaBuna emMy 3almMgpOBaHHbIA C ero
OTKPbITbIM KMOYOM 3anpoc Ha MOATBepXAeHue noanvHHocTu, To Bob cmoxeT paclmdpoBatb ero u
BEpPHYTb Anuce paclumdpoBaHHbIA 3anpoc, NOATBEPAUB, YTO OH BOCMOJIb30BANCA JIMYHBIM CEKPETHbLIM
KIMFOYOM, CBSI3@aHHbIM MMEHHO C TEM OTKPbITbIM KITHOMOM, C MOMOLLLI KOToporo Anmca 3alumdpoBana
CcBOM 3anpoc. Anuca Takke MoXeT oTnpaBuTb Boby 3anpoc OTKpbITEIM TEKCTOM. B aTom crniyyaet, bob
OTBeYaeT Ha ee 3anpoc, NoanucaB CBoe COobLLEHNE 3NEKTPOHHON LndpoBon noanucklo. 3ateMm Anunca
npoeepsieT nognucb bobGa ¢ MOMOLLLIO €ro OTKPLITOrO Kn4va U yaoctoBepsieTcsa B Tom, 4To Bob6
OENCTBUTENbHO MMEET COOTBETCTBYIOLLMI NUYHBLIN CEKPETHBLIN KoY. Takon 3anpoc AenaeT nonyvyeHHoe
Anucon coobLieHne YHUKanbHbIM U UCKMOYaeT BO3MOXHOCTb 3roynoTpebrnieHnn co CTOPOHbI
NOCTOPOHHMX NuL. OnucaHHaa cxema Ha3blBaeTcsl MPOTOKONOM [okasaTenbcTBa BnageHus (proof-of-
pOSsession), NOCKONbKY OTNpaBUTENb O0Ka3biBAET, UTO OH BnageeT TpebyeMbiM Ansi paclumdpoBaHus U

co3aaHuA SJ'IEKTDOHHOVI Ll,VICppOBOVI noanncu NMMYHbIM CEKPETHbLIM KITFOYOM.

CornacoBaHue obwero CEeKpeTHOro Krnr4a ceccumun

KpunTorpadpusi ¢ OTKpbITEIMK KINOYaMK Takke Mo3BoMnseT OBYM CTOpPOHAM COrnacoBaTb OGLLMiA
CEKpeTHbIA KN4 ceccum npu obmeHe MHdpopMauvei Yepes HesalluilleHHble KaHanbl cessu. Cxema
BblpaboTKM OGLLEro KrtoYa Ceccum BbIMMSAUT creayowmm obpasom. CHavana Anunca u bo6 reHepupytot
Mo OAHOMY CIy4yaiHOMY YWCHY, KOTOpPblE UCMOMb3YOTCA Kak MOMOBUHbLI UX OOLLEro CeKpeTHOro Kroua.
3atem Bo6 oTnpaBnsieT Anuce CBOK MOJSIOBMHY CEKPETHOMO KIkoya, 3awndpPOoBaHHY C €€ OTKPbIThIM
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kntovoM. Annca otnpaenseT boby cBolo NOMOBUHY, 3alLMPOBaAHHYIO C €ro OTKPbITbIM KNovoM. Kaxaasi
13 CTOPOH pacundpoBbIBaET NOMy4eHHOe coobLLeHe ¢ HeJoCTaloLWwen MONIOBUHON CEKPETHOrO Kroya, 1
co3faeT U3 3TUX OBYX MOSOBMH OBLLMIA CEKPETHbIN KoY. BbIMOMHMB Takom MPOTOKOS, CTOPOHbI MOTYT

Monb30BaTbCA OOLLMM CEKPETHBIM KIMHOYOM ANS WK poBaHUS NOCNeayoLLIMX COOBLLEHWIA.

LLindpoBaHue 6e3 npeagBapuTeNibHOro o6MeHa CUMMETPUYHBLIM CEKPETHBLIM KITHO4OM

TexHonorns WNGPOBaHUA C OTKPbITbIM KITHOYOM MO3BONSET LWKUdpoBaTb OOMbluMe 0O0BLEMBI
JaHHbIX B TOM crny4ae, ecnu y oOOMeHuBawoWmMxcs WHGOpMauMen CTOPOH HeT obLiero knwova.
CywiecTtBytoLime anroputMbl LIMEPOBAHUA C OTKPbITbIM KIKOYOM TpebyroT 3HauuTenbHO Oonblue
BbIYMCIUTENBHBIX PECYPCOB, YeM CUMMETPUYHbIE anropUTMbl, MOSTOMY OHW HEYAOGHbI ANs LMdpPoBaHNS
Oonbwnx 00bemMoB daHHbiX. OpHaKO MOXHO peanu3oBaTb KOMOWHMPOBAHHBLIA  MOAxon C

MCMONb30BaHNEM, KaK CUMMETPUYHOIO LUMGPOBAHNSA, TaK U LUMDPOBAHMS C OTKPbITHIM KITHOYOM.

CHauvana BblbupaeTcs anroputM LWM@pPoBaHus ¢ cekpeTHbIM krtodom (TOCT 28147-89, DES n .
n.) 3aremMm co3JaeTca ChnyvavHbIli ceaHcoBbIM kmod (random session key), koTopbii Oyger
ucnonb3oBaTbCa AN WKdpoBaHUs AaHHbIX. BOO WundpyeT ITOT KU CeaHca, MCMOoMb3ys OTKPbITbIN
kntov Anuvcel. 3aTemM OH oTnpaBnsieT Anuce 3aMgpPOBaHHbIN KIHOY U 3allMpOBaHHble faHHble. CBOMM
NWYHBIM KMYOM Anmca pacwmndpoBbIBaeT KIKOY CeaHca U MCMonb3yeT ero Ansd paclmdpoBaHus

OaHHbIX.

3awmTta m npoBepkKa NnoANTMHHOCTHU KpMﬂTOFpad)M‘-IeCKVIX Kno4ven

O6mMeHVBasicb COOBLLEHUAMM, 3aLMGPOBAHHLIMM CUMMETPUYHBIM CEKPETHBIM KItoyom, Anvca u
Bob pnoBepsitoT cBoEMY 06LLEeMY CEKPETHOMY KoYy, MOTOMY YTO OHM CO3[anu ero unn obMeHsnIncb UM
GesonacHbIM CNOcOGOM, a TakkKe YCIOBUITNUCb HAAEXHO XPaHWUTb 3TOT KItOY, YTOObI MCKMHOYNTL AOCTYM K
HeMy MOCTOPOHHUX nuu. Mpy UCNONb3oBaHUK LIMPOBAHMSA C OTKPBITHIM KrtodoM Anuce u Boby HyxHO
3alWmillaTh TOMbKO CBOM NUYHBbIE CEKPeTHble KMo4Yu. A OTKPbITbIE KMOYM UM HYXHO WCMONb30oBaTb
COBMECTHO. XpaHUTb UX B CEKpeTe HET HEOBXOAMMOCTH, HyXKHa NULLb BO3MOXHOCTb MOEHTUMULMPOBaTb
OTKPBITBIA KMOY Opyroit CTOpOHbl. [o3aToMy AN NpUMEHEHWs LUMMPPOBAHUA C OTKPbITbIM KIHOYOM
KpUTUYECKOe 3HAYeHne MMEET JOBEPUE K COOTBETCTBUIO MeXAy U3BECTHbIM CYGBHEKTOM U €ro OTKPbIThIM

KITFO4HOM.

Anuca moxeT O0BepsTb OTKpbITOMY krtody Boba, ecnn Bbob nepepan en knod 6e3onacHbIM
cnocobom. Ho 6esonacHocTb nepefayv obecneumMBaeTCd TOSbKO 3allUMLLEHHbIMW CPeACTBaMn CBSA3W.
Bonee BepoAaTHO, 4YTO Anmca nony4duna OTKPbITbIA KMoy boba ¢ MOMOLLBIO He3alMLEHHOro CpeacTaa
cBsA3M (Hanpumep, 13 obLIero katanora), NO3TOMY HYXeH MEXaHW3M, KOTOpbIN MoXeT obecrneunTb Annce
YBEPEHHOCTb B TOM, YTO MMEKLUUIACS Yy HEe OTKPbITbIA KITHOY AEWCTBUTENBHO nNpuHagnexut boby, a He
Komy-nubo gpyromy. OOuH X TakMx MEXaHU3MOB OCHOBaH Ha cepTudumkaTax (certificate), BblgaBaembix

LeHTpom cepTudukauum (certification authority).



CepTtudcpukarbl

CepTudmkatsl 0b6ecneymBardoT MeEXaHU3M HaAEXHOW CBA3M MeXAy OTKPbITbIM KIHOYOM WU
CyOBbEKTOM, KOTOPOMY MPUHAONEXUT COOTBETCTBYHOLLMIA NMYHBIA KItod. CepTudmkat — 310 LmdpoBom
OOKYMEHT, KOTOPbIA COOEPXUT OTKPLITLIN KNtov cybbekTa (subject public key) n nognucaH anekTpoHHOM
umdposon noanuceto ero uagatensa (issuer). CepTudukat Takke COAEPXKUT CBeOeHUs O Bnajenble
OTKPLITOrO Krto4a, Hanpumep, WHMOPMaUMo, KOTopasi ero OOMNOMHUTENbHO MAEHTUUUMPYET. Takum
obpasoM, BblgaBasi cepTudmkaT, u3gaTenb yOooCTOBEpsieT MOAMMHHOCTL CBA3U MeEXAy OTKPbITbIM

KNOYOM cyObekTa 1 MHopmaLumnen, ero MAEHTUULNPYIOLLIEN.

B HacToswee Bpems Haubonee 4acto MCMONb3YTCHA cepTUdMKaTbl Ha OCHOBeE CTaHAapTa
MexayHapogHoro coto3a TenekommyHukauun ITU-T X.509 Bepcun 3 u pekomenpaumn IETF (Internet
Engineering Task Force) RFC 2459. Ota 6asoBasi TexXHOMNorus, ucnonb3yemasi B WHMpacTpyKType
OTKpbITbIX Kntover onepaunoHHbix cucteM Windows 2000/XP/2003/Vista/2008/7/2008R2. 310 He
€[VHCTBEHHbIN BUA cepTudmkaToB. Hanpumep, cuctema 3awmutbl COOOLEHUI 3NEKTPOHHON noyTbl PGP

(Pretty Good Privacy) ncnonb3yet cBoo cneuudmyeckyto gopmy cepTndmkaTos.

LleHTpbI cepTudmrkaumm

Llentp ceptudukaumm (LIC) — ato cnyxba, koTopas BblgaeT ceptudumkaTsl. LieHTp
cepTMduKaLmm SBNAETCH rapaHTOM CBSA3U MeXAY OTKPbITbIM KNIOYOM CcyObekTa 1 cogepalleincs B
cepTudukarte nHdopmaumen no naeHTudmnkaumm atoro cyobvekrta. PasnuyHbie LIC ycTaHaBnveaioT n
rapaHTUPYIOT 3Ty CBA3b pPa3fUYHbIMK Cnocobamu, MO3TOMY Npexae YeM AOBepPATb cepTudukaTtam Toro

unm nHoro LIC, cnefyeT 03HAaKOMUTBCS C €r0 MOSIMTUKON U perfamMmeHToM.

MoaTeepxaeHne goBepusa

Korga Anvca nonyyaeT nognucaHHoe cooblleHne, y Hee BO3HUKAET BaXKHbIii BOMPOC — MOXHO Jn
aToi noanucu [nOoBepaTb? MHbIMM crioBamMuM — [OeMCTBUTENbHO N dTa MNoAMUCh NPUHAANEXUT
oTnpaBuTesto coobLleHna? Anmca MOXeT NPOBEPUTh LeNIOCTHOCTb MOAMUCH C MOMOLLBI U3BECTHOO el
OTKPBITOro Krtoya oTrnpaBuUTeNs M KpunTorpaduyeckux anroputMoB. OgHako npu 3ToM Anuca JormkHa
OblTb yBEpeHa B TOM, YTO MCMOJIb30BaHHbLIN €0 Af1 MPOBEPKM OTKPbITHIA KoY AEACTBUTENBHO
NPUHAANEXNT TOMY CYObeKTY, MMEHEM KOTOPOro MOoAnucaHo cooblieHne. Ecnu y Anuckl HET NpsiMOro
[oKa3aTenbCTBa, YTO OTKPbIThIA KN4 NpuHaanexut Boby, To et Haoo nNony4nTb XOTA Gbl AOCTAaTOYHO

BECKOe noaresepXneHue 3Toro.

Ecnn Anuca cmoxeT Hamtn cepTudmkaT OTKpbiTOro knova boba, BblgaHHbI TEM LEHTPOM
cepTMduKaumMm, KOTOpOMY OHa JOBepsieT, TO OHa Nonyynt ybeamutenbHoe MOATBEPXOEHWE TOro, 4To
OTKpbITbIN KNtod Boba aencreutensHo npuHagnexut boby. UTtak, y Anuckl NosiBUTCA BECKOe OCHOBaHUe

nonaratb, YTO OTKPbITbIA KMOY NpUHaanNexmnT nmeHHo boby, ecnu oHa HanaeT cepTUduKaT, KOTOpPbIN:

*  VIMeeT AEeNCTBUTENbHYIO C KpunTorpaduyeckom TOUKM 3peHUs MOANUCH ero n3garterns;
* MOATBepXAaeT CBA3b Mexay nmeHem bob 1 oTkpbITbiM Kntovom boba;

. BblAaH LEHTPOM CepTI/Id)MKaLI,I/II/I, KOTOpOMY Anuca aoBepdAerT.



Ecnn Anuca HangeTt Takom ceptudumKkaT OTKpbITOro knioda Boba, To oHa cMOXeT npoBepuTb
NOASIMHHOCTb 3TOro cepTudmkaTa ¢ MOMOLLIO OTKPLITOrO Krtova LieHTpa cepTudmkaumm. OgHako Tenepb
y Anucbl BO3HMKaeT criegywowmin Bonpoc. Kak ybeautbCcss B TOM, YTO 3TOT OTKPbITBIA  KIIHOY
OENCTBUTENBbHO MPUHAANEXUT OAaHHOMY LEHTPY cepTudmkaumm? AIMCe HYXXHO HaWTh cepTuduKar,

YAOCTOBEPAOLLNIA NMOANMHHOCTL 3TOro LieHTpa cepTudukauum.

Taknm obpasom, B npoLecce npoBepku cepTudmkata Anuca npoaBuraeTcs no uernouke
ceptudukartor (certification path). B koHue uenoykn cepTudukatoB, Begywen oT cepTudumkaTa
OTKpbITOro Krntoya boba vepes psag LeHTPOB cepTuduKkaumm, HaxoanTesa cepTudmkar, BblgaHHbIA Tem LIC,
KoTopoMy Arnuca nosiHOCTbO AoBepseT. Takon cepTudukaT HasblBaeTCA [LOBEPEHHbIM KOPHEBbIM
ceptudukatom (trusted root certificate), NOCkonbKy OH 0Opas3yeT B Mepapxumn CBA3EN «OTKPbITbIE KITHUN —
NNYHOCTb» KOpPEHb (CaMblil BEPXHUI y3en), KOTopbl Anuca cumMTaeT HafeXHbIM (CM. pasgen «epapxum
ueHTpoB cepTudukaummny). Ecnu Annca sBHO pewmnT [OBEPSATb 3TOMY [OOBEPEHHOMY KOPHEBOMY
cepTudukaTy, ToO OHa HesIBHO ByaeT AoBepsiTb BCEM cepTudmkatam, BblgaHHbIM JOBEPEHHBIM KOPHEBLIM
cepTMdukaTom n Bcemu ceptudumumpoBaHHbiMu um LIC.

Habop [JoBepeHHbIX KOPHEBLIX CEpPTUMUKATOB, KOTOPbIM Anunca [JoBepsieT SBHO — 3TO
€[MHCTBEeHHas nHopmMaLms, KoTopyto Annca AOMmKHa Nony4YnTb HageXHbIM cnocobom. Ha atom Habope
ceptTudukatoB 0GasupyeTcs ee cuctema pJosepuss M OBOCHOBaHWE HAOEXHOCTU WHAPACTPYKTYPbI

OTKPbITbIX KIto4en.
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WHOPACTPYKTYPA OTKPbITbIX KITHOYEN

BkntoyeHHble B cepBepHbie onepaumoHHble cuctembl Windows 2000/2003/2008/2008R2 cnyx6bl
cepTumrKaLum NpeaocTaBnsaT NpeanpusTUO CPeacTBa Ans opraHM3auum LIEHTPOB cepTudmKkauuu.
Cnyx6bl cepTudukaummn cogepxaT NPUMEHSIEMbIA MO YMOYAHUIO MOAYMb MOMUTUKK, KOTOPbLIA MOXHO
ucnonb3oBaTh A4S Bblgaun cepTUUKATOB MOMb3oBaTensiM, KomnbioTepam u cnyxbam. Mpu aTtom
BbINOMHSAETCS uaeHTUdMKaumMa obbekTa, OTNpaBMBLLErNO 3anpoc Ha cepTudukat, M npoBepka
[OMyCTUMOCTM 3arnpoLUeHHOro cepTudukata B COOTBETCTBUW C MOMUTUKOM Ge3onacHOCTU [JOMeHa.
Pa3paboTunkn MOryT M3MEHUTb 3TOT MOAYNb Takum obpas3om, 4ToObl OH COOTBETCTBOBAN APYrou

NoNuUTUKe, a Takke paclumpuTb noaaepkky LIC ans pasnunyHbix cueHapues ViHTpaHeTa n MIHTepHeTa.

B pamkax MHpacTpyKTypbl OTKPbITLIX KMoYei MOXHO noaaepxueaTb kak LIC npeanpuaTtusa, Tak
1 BHewHne LIC, cBsizaHHble ¢ OPYrMMK OpraHM3aUMsaMn U KOMMEPYECKMMM NocTaBLuKkaMu ycnyr. 3ta
BO3MOXHOCTb MO3BOMSIeT TMpeanpusTUiO MOACTpauBaTb CBOW Cpedy Mof  KOHKPETHble  YCIoBUS

0eATenbHOCTH.

Mepapxum LeHTpOB cepTUdmkKaumm

WHdpacTpykTypa OTKpbITbIX KMKYEW npeanonaraeT Uepapxvyeckyld MoAenb MNOCTPOEHMUS
ueHTpoB  cepTucdukauumn. Takaa  mogenb  obecneumBaeT  MacwTabupyemoctb,  yaob6cTBo
afMWHUCTPMPOBAHNSA W COrMacoBaHHOCTb C pacTyLUUMM YUCIOM KoMmMepuyeckux npogyktoB u LIC
pas3nuyHbIX nocTtaelmkoB. lpocTtenwas dopma umepapxumn LIC coctout m3 ogHoro LIC, a B obwem
cnyyae — n3 MHoxectBa LIC ¢ ABHO onpegeneHHbIMU OTHOLUEHUSIMU «POAUTENbCKUN-O0YEPHUNY, Kak
nokasaHo Ha pucyHke 1. Kak BMOHO M3 3TOMO0 PUCYHKa, OOMYCKAEeTCs CYLLeCTBOBaHME He CBSA3aHHbIX
Mexay cobon nepapxuin. Jpyrumu cnoBamu, LEHTPbl cepTudukaumm He oba3aTenbHO AOMKHbI UMETb

obwun pogutensckui (kopHesown) LIC Ha camom BepxHEM ypoBHE.

B aton mopmenu pgoudepHue LIC ceptudmumpytotca pogutensckum LIC. LIC, Haxogsiwuincs Ha
CaMOM BEpPXHEM YpPOBHE uepapxun, 0ObIMHO HasbiBaeTcs kopHeBbiM (root) LIC. MogumHeHHble LIC
ABNATCA MNPOMEXyTouYHbIMK (intermediate) unu Bblgaowmmm (issuing) UC. B gaHHOM pokymeHTe
Bolgaowm LIC HasbiBaeTcs TOT UEHTp cepTudumkauumn, KOTopbid BblgaeT cepTudumkaTbl KOHEYHbIM
nons3oBatensam. pomexyTtouHbiM LIC 3aech HasbiBaeTcs TOT LIC, KOTOpbIA HE ABRSETCA KOPHEBbLIM U

BblgaeT cepTudukaTtbl Tonbko Apyrum LIC, a He KOHEeYHbIM Nonb3oBaTensaMm.
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PucyHok 1. Mlepapxusi LEHTPOB cepTUdukaumm

<Dpr,a|vleHTaanoe npenmvyLiecTeo 3TOWM MOAENW COCTOUT B TOM, YTO npoBepka CepTM(bI/IKaTOB

Tpe6yeT nosepua TONMbKO OTHOCUTESIbHO MalioMy 4UCIYy KOPHEBbIX LlC B 10 xe BpemMda 3Ta Moaesb

No3BOJNIAET MMETb pa3yin4yHoe 4YnUcrno L||C, BblAawoLLNX CepTI/I(bMKaTbI. I'Ionp,epm(a HECKOJ1IbKMUX BblAaKOLWNX

LlC npuMeHAeTCA No pAaay Npu4nH NPakTn4eCckoro ceoncTtea. K HUM oTHocsATcA cneagywume:

Ucnonb3oBaHue. CepTmudukaTbl MOryT BblAaBaTbCs AN1S pa3nuYHbIX Lenen (Hanpumep, ang
3alUUTbl ANEKTPOHHOW MOYThI, CETEBOW ayTeHTUduKauum n Tak aanee). Nonutuka Bblgayu
cepTudUKaToB AN 3TUX Lenen moxeT BbiTb pasnuMyHOW, a cyllecTBoBaHMe Heckonbkux LIC
No3BONSET peanu3oBaTh PasrMyHble NOJSTIUTUKN.

CTtpyktypa nogpasgeneHun opraHusauuu. [lonuTukm Bblgaum cepTudukaTtoB MOryT
pasnuyaTbCA B 3aBUCMMOCTU OT poOnv CcybObekTa B opraHu3auuu. [nsi pasgeneHust aTux
NONUTKK U YNpaBneHnst UMM MOXHO CO3A4aTb HECKONbKO Bblgatowmx LIC.

TepputopuanbHoe aeneHue. OpraHusauunm MOryT MMeTb TeppuTopuanbHO OTAaneHHbIe
nogpasgeneHus. M3-za ycrnosuin ceTeBoW CBA3U MeXAY 3TUMW nogpasferieHusiMu MoxeT

notpeboBaTbCs HECKONbKO BbiaatoLmx LIC.

Nepapxusi LeHTPOB cepTUdUKaLMM UMEEeT Takke aAMWUHWACTPaTMBHbIE MPEVMMYLLECTBA, B TOM

yucne cneayolume.

mMbkas HacTporika cpegbl 6esonacHoct LIC (cTeneHb 3awmtbl Knto4va, dusnyeckas
3alUMLEHHOCTb, 3almMTa OT CETeBbIX aTak M Tak darnee) Ans OOCTWKEeHUs KoMrpomucca
MeXay CTeneHbto 3aluTbl U yA0OCTBOM npuMeHeHus. Hanpumep, ans kopHeeoro LIC MoxHO
Mcnonb3oBaTh CneumanmM3npoBaHHoe Kpuntorpadudeckoe o6opynoBaHue, aKChyaTupyemoe
B hM3NYECKM 3alUMLLLEHHOM MECTE 1 HE NoAakntoyeHHoe k ceTu. Takon LIC HeuenecoobpasHo
ncnomnb3oBaTh ANS Bblgayun cepTUUKAaTOB KOHEYHbIM 0ObeKkTaM, MOCKOMbKY 3TO Obino Obl

CITULLKOM CJ10XXHO C I'IpaKTI/I‘-IeCKOﬁ TOYKM 3pEHUA.
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* Bo3MOXHOCTb 4acTo OOHOBMATL KMHOYM M cepTuduKaTthl, BblgaBaemMble Bblgatowmmm LIC,
KOTOpble HaxXxOOATCSA B YCMOBUSX pUCKa KOMMApoOMeTauuud, W npu 3TOM HEe WU3MEHSATb
YCTaHOBIEHHbIE OTHOLUEHUSI 4OBEpUs ¢ kopHeBbiM LIC.

e BO3MOXHOCTb OTKNIOYMTL YacTb nepapxmm LIC, He 3aTparnBasi yCTaHOBIIEHHbIE OTHOLUEHWUSI
poBepusi.  Hanpumep, MOXHO 3akpbiTb Bblgawowmi  LIC  kakoro-nmbo  oTaeribHO
pacrnosfioXXeHHOro MnoAapasdernieHMs U oTo3BaTb €ero cepTudumkaTbl 6e3 oTpuuaTenbHbIX

nocrneacTeui ANs ocTanbHOM YacTn opraHusauun.

B obwem crnyyae xenatenbHo, 4ToObl mepapxust LIC He MeHsaAnacb, HO 3TO He SBMSIETCS
obs3aTtenbHbIM ycnosueM. [lobaBneHve u ypaneHue noguvvMHeHHbix LIC BbinonHsieTcs 6e3 0cobbix
3aTpyaHeHun. MoxHo Takke 00beguHUTb cyliecTBytowmne nepapxmm LIC, coenas oguH ns kopHesbix LIC
NPOMEXYTOYHbIM — OH ByfeT cepTuduumpoBaTtbes apyrum kopHesbiM LIC. Mepen aTnm, ogHako, cneayet
TWaTenbHO PacCMOTPETL BOMPOC O TOM, HE BbI3OBET M 3TO NPOTMBOPEYUE MOSMUTUK U HE HApPYLUUT K
OorpaHu4eHne Ha rnyouHy BIOXEHHOCTW, KOTOPOEe MOXeT ObiTb 3anoXeHo B CyLEeCcTBYOLMne

cepTudukaThbl.

13



OT3blB CEPTUDUKATOB

CyLuecTBYeT Lenblii psig NPUYKH, NO KOTOPbIM JOBEpUE K cepTudukaTy MoXeT ObiTb NOJOpPBaHO

[0 UCTeYeHus Cpoka ero genctems. Npumepsl:

» [loTeps kNO4YEBLIX HOCUTENEN.

» [loTeps knoYeBbLIX HOCUTENEN C X MOCNEAYILWNM OOHapYXEHNEM.

*  YBOfbHEHWE COTPYAHUKOB, MMEBLUMX AOCTYM K KIHOYEBOW MHGOpMaLUH.

* HapyweHue npaBun XpaHeHWss U YHUUTOXEHWUs (MOCre OKOHYaHWs Ccpoka [AeWCTBUS)
CEKpPETHOro Krtoya.

» BO3HUKHOBEHME MOAO3PEHUN Ha YyTeuky MWHOpMaUUM WNU ee WUCKaXeHue B cucteme
KOHbnaeHumansHom CBA3N.

* HapyweHue npaBun XxpaHeHus KNO4YeBbIX HOCUTENEN.

» [lonyyeHwne cepTudmkaTa HE3aKOHHbLIM NYTEM.

* WNameHeHwue cTaTyca cybbekTa.

» Cnyvawn, Korga Hernb3s JOCTOBEPHO YCTAaHOBUTb, YTO MPOM3OLLINIO C KITKOYEBbIMU HOCUTENSAMU
(B TOM uncne cnyyawm, Korga KrO4YeBOW HOCUTEMb BbIWEN M3 CTPOS M JoKasaTenbHO He
OMpoBeEpPrHyTa BO3MOXHOCTb TOFO, 4TO QJaHHbI pakT npousowen B pesynbraTte

HEeCaHKLUMOHNPOBAHHbIX OencTBum 3710yM bILLIJ'IeHHMKa).

WHpacTpykTypa OTKPbITBIX KIHOYEeW AonyckaeT pacnpegerneHHyro MpoBepky cepTudukaTa,
KoTopasi He TpebyeT npsiMoro obmeHa AaHHbIMY C LeHTpanbHbIM JOBEPEHHBIM 06 BEKTOM, BbIMYCTMBLUUM
3TOT cepTudumkar. Onsa atoro HeobxoamMma MHGopmauus o0 OT3biBE CepTUdMKATOB, pacnpepensieMas

nmuam, KoTopbiM TpebyeTcst NPoBEepPUTL CePTUdMKAT.

B uWH(pacTpykType OTKpbITBIX KMOYen MNpedyCMOTPEHbl CrneuuarnbHble CMUCKA OTO3BaHHbIX
ceptudukatoe (CRL - Certificate Revocation List). LC npegnpustua nopaepxvBaeT OT3biB
cepTMdukaTtoB 1 nybnukaumio CNMCKOB OTO3BaHHbIX cepTudukaTtoB B Active Directory nog KOHTponem
agMunHucTpaTtopa. KnueHTbl JoMeHa MOryT NonyyYuTb 3Ty MHpOpMaLIMIO 1 3anucaTh ee B NOoKanbHbIN K3L,
yToObl MCMOMNBL30BaATh ANSA MPOBEPKM CepTUMKATOB. ITOT Xe MexXaHU3M MoaAepXumBaeT nybGrnvkauuio
cnuckoB CRL kommepueckumn LIC u cepTudUKaLMOHHbIMU CepBepamMu OpYrux MNOCTaBLUMKOB, €Cnu

OHyGJ'IVIKOBaHHbIe MMW CMUCKN OOCTYNHbI KIMeHTaM 4Yepes CeThb.

DoBepue

Mpn wucnonb3oBaHuUM KpunTorpadmMm C OTKPbITBIMK  KMNOYaMy  BaXKHeWllee 3HaveHue Ans
nonb3oBaTensa umeeTt JoBepue K nposepke ceptudukara. ObbIMHO NpoBEpKa OCHOBbLIBAETCS Ha JOBeEpUn
kK LUC, BblgaBwemy faHHbIi cepTudukaTt. Bholile yxe o6bACHANOCh, YTO MHAPACTPYKTypa OTKPbITbIX
knioven npegnonaraet uepapxuio LIC, B KOoTOpoW ynpaBneHue OoBEpUMEM OCHOBAHO Ha pelleHun o
posepun  kopHesomy LIC. Ecnn npoBepka noka3sbiBaeT, 4YTO [AaHHbIA CepTUduMKaT KOHEYHOro
nonb3oBaTens SABMSETCS KOHEYHbIM 3BEHOM LIEMOYKU, Beayllen K JoBepeHHoMy kopHeBomy LIC, n ecrin
cepTnduKaT UCNonb3yeTcs C LeNblo, COOTBETCTBYIOLLEN KOHTEKCTY MPUIOXEHWS, TO Takon cepTudmkart
cuntaeTcsa OeNCTBUTENbHBIM. Ecnn Kakoe-nmbo n3 ykasaHHbIX YCrOBWUIA He cobniogeHo, To cepTudmkart
cumTaeTcsa HeAeUCTBUTENbHbBIM.
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Monb3oBaTenu MMeT BO3MOXHOCTb MPUHMMAaTb PELLEHUS O AOBEPUN, 3aTparvBatoLLimMe TOSbKo
ux cammx. OHM MOryT gdenatb 3TO MYTEM YCTAHOBKM WM yAaneHuss cepTUdUKaTOB [AOBEPEHHbLIX
kopHeBbIx LIC B xpaHunumwa Ha cBoux pabounx ctaHumax. OgHako 3TO AOIMKHO ObITb UCKITHOYEHMEM, A He
npaeBuroM. Takue [OOBepuTEeNbHbIE OTHOLWIEHWS CredyeT YCTaHaBnMBaTb KaK 4YacTb MOJNIUTUKM
npeanpuaTus. YcTaHOBEHHbIe NONMMTUKOM  OOBEPUTESNIbHbIE  OTHOLLEHUS aBTOMAaTUYECKU
pacnpoCTPaHsIlOTC Ha KIMEHTCKME KOMMbIOTEpbl, paboTatolime nog YynpaBfieHWEM OnepaLVoHHbIX
cuctem Windows 2000/XP/2003/Vista/2008/7/2008R2.
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UCNONb30BAHUE POCCUUCKNX KPUMTOANTOPUTMOB B WINDOWS

Monb3oBatenam  Windows Tenepb CcTana [gOCTynHa  BO3MOXHOCTb  WCMONb30BaTb
cepTudUUMpOBaHHbIE cpeacTBa KpunTorpaguyeckon 3awuTbl MHGOpPMauuM B cocTaBe onepaumoHHOMN

cuctembl Windows.

CpeacTtBo kpuntorpaduyveckon 3awwmtbl uHdopmaumm Kpuntollpo CSP, paspabotaHHoe

KOMMaHnemn "KpunTto-lpo" (http://www.cryptopro.ru), peanu3oBaHo B COOTBETCTBUM c

KpunTtorpaduyeckum uHtepdencom kopnopaumm Microsoft — CSP (Cryptographic Service Provider) u

POCCUNCKUMW KpUATOrpapn4ecknmm anroputMmamm:

« TOCT P 34.10-94 '"WHdopmaumoHHass TexHomrorus. Kpuntorpaduyeckas 3awmra
nHpopmaumm. Cuctema SneKTPOHHOW LMGPPOBOMA nognucu Ha ©Gase acUMMETPUYHOro
KpunTorpacduyeckoro anroputma"” (Kpmuntollpo CSP Bepcum 1.1 (KTAN.00001-01 30 01);

e TOCT P 341094 wun TOCT P34.10-2001 "MHcopMauMOHHas  TEXHOSOIs.
Kpuntorpacduyeckasa 3awmrta uHpopmauumun. [lpoueccbl OpPMUPOBaAHMS U NPOBEPKU
anekTpoHHon undgposon nognucu” (Kpuntollpo CSP Bepcun 2.0 XKTAN.00005-01 30 01);

* xawupoBaHusa ("FOCT P 34.11-94. WHdopmaumoHHaa TexHonorus. Kpuntorpadudeckas
3awuta nHgopmarmm. dyHkuusa xawmposaHms.");

e wucppoBaHns wn umuTo3awmTbl AaHHbiX ("TOCT 28147-89. Cucrtembl 06paboTku
nHopmaumm. 3awwmTa Kpuntorpadgpuyeckasa”).

BaxHo: C 1 aHBapsa 2008 roga He ponyckaeTcs npumeHenue anroputma FOCT P 34.10-94,
peanusoBaHHoro CK3W «Kpuntollpo CSP» (Bepcusa 2.0) u CK3U «Kpuntollpo CSP» (Bepcus 3.0), ans
hopMMPOBaHMS 3NEKTPOHHOW LMGPOBON MOAMNUCK SNEKTPOHHBLIX AOKYMEHTOB. [puMeHeHWe AaHHOro
anropuTMa JOnycTUMO ANsi NOATBEPXKAEHWUS NOAMUHHOCTY SMEKTPOHHON LLIMPPOBON noanvcu (MpoBepku
aun).

Ucnone3sosaHne CK3W Kpuntollpo CSP nossonseT pelumnTb cpasy HECKOMbKO 3aaay:

e KOprnopaTuBHble MOfb30BaTeny MoMy4YalT BO3MOXHOCTb WCMOMb30BaTb CTaHOAPTHbIE U
NMOBCEMECTHO MCMOSb3yeMble MPUIoXeHNUst koprnopauun Microsoft ¢ HageXHOW POCCUMCKOWN
KpunTorpadwuen (256 6uT).

e CUCTEMHblE WHTErpaTopbl MOMy4alwT BO3MOXHOCTb CO3[aBaTb HOBble, HALEXHO
3allULLEHHbIE  MPUMOXEHUS, WUCMNONb3ys MNPOBEPEHHbIN BPEMEHEM  WHCTPYMeEHTapuin

pa3paboTku Koprnopaumm Microsoft.

K cTaHgapTHbIM MPUNOXKEHWUAM, KOTOPblE TEeMepb MOTYT UCMOMb30BaTb POCCUIACKME anropuUTMbl

3ANEKTPOHHON UUdPOBON NOANUCU U LLIMDPOBAHUSA, OTHOCHATCS:

¢ LleHtp Ceptudmkaumm cepTudmnkaTtoB OTKPbIThIX kitoder X.509 — Microsoft Certification
Authority.

e OnekTpoHHass noyta — Microsoft Outlook, Bxogdwas B coctaB Microsoft Office
2000/XP/2003/2007/2010.

e OnekTpoHHas nodta — Microsoft Outlook Express, Bxogswas B cocTas Internet Explorer

Bepcun 5.0 n Bbilwe.
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*  3OnekTpoHHas noyta — MNoyta Windows (Windows Mail), Bxogswas B coctas B OC Windows
Vista 1 OC Windows Server 2008.

e OnekTpoHHasa noyta — Windows Live Mail.

e 3awwmra coeanHeHun B IHTepHeTe ¢ ncnonb3oBaHnem npotokona TLS/SSL.

CK3W KpunTtollpo CSP (pasHbix Bepcuii) umetoT cepTudurkaTtbl cootBeTcTBus OCb PO:
http://www.cryptopro.ru/CryptoPro/products/csp/conformance.htm
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3ALLUTA UIHGOPMALIMM B KOPMOPATUBHOW SNIEKTPOHHOW NOYTE

KnueHTckoe nporpammHoe obecneveHme Microsoft Outlook, Bxogsuwee B coctaB naketoB Office
2000, Office XP, Office 2003, Office 2007 n Office 2010, a Tawkke Microsoft Outlook Express,
nocrtaensemMoin BMecte c Internet Explorer, lNMouyta Windows (Windows Mail), Windows Live Mail
ucnonb3ytoT QyHkumm CryptoAPlI 2.0 ana obecneveHus KOHpMAEHUManbHOCTU, LENOCTHOCTU W
noATBEPXKAEHUS aBTOPCTBA NOYTOBLIX COOOLLEHMI, NepefaBaemblx B popmate S/MIME (Secure MIME).
CraHpapTHas nocTaBka STUX MPOOYKTOB COAEPXUT OrpaHMYeHUss Ha obrnactb MNpUMEHEHUs
KpunTorpadpuyecknx yHKUMI: nndo gnvHon kntoda 40 unu 56 6ut, N0 BO3MOXHbLIMU UCMOMb3YyeMbIMU

anropnTtmamu.

YcTaHoBKa CepTMULMPOBAHHOIO CcpeactBa  KpunTtorpaduyeckon  3almtbl  MHGOpMauum
Kpuntollpo CSP nos3sonsieT Mcnonb3oBaTb 3TW KIIMEHTCKME CPeACcTBa SMEKTPOHHOM noyTbl Microsoft ¢

POCCUIACKMMU KpUNTOrpadou4eckMMm anroputMamMmm u knoyamm 256 eur.
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LLEHTP CEPTU®UKALIMX B KOPMOPATUBHOMN NOYTOBOWN CUCTEME

Ncnonb3oBaHne LleHTpa CepTudmkaumm B KOPNOpPaTMBHOW CUCTEME WMEET OTNnYMs OoT
MPUHATON CXeMbl NPedoCTaBMeHMs YCryr MO 3aBEPEeHW0  CepTUMKATOB  OTKPbITbIX  KIOYEW,
npenocTaBfsieMbiX TakMMK opraHusauuamu kak VeriSign, Thawte wnu GTE. [Ons kopnopaTMBHOrO

MCNoJ1b30BaHUA yCrnyru LI,eHTpa CepTI/I(bMKaLI,MM OOJDXHbI yOOBNETBOPATL CrieyLnm Tpe6OBaHI/IF|MZ

*  MMHMMAasbHbIN NHTEPdENC B3aUMOLENCTBUS Nofb3oBaTens;
* aBTOMaTM3auusi NpoLecca perncrTpauun nonb3oBaTens v nonyvyeHus ceptudukara, 3a cyet

MCMonb3oBaHUSA JaHHbIX O Nonb3oBartene B goMeHe Windows.

MoctpoeHue LleHTpa Pernctpaumm (LIP) oTHOCUTENBHO HECNOXHO, HO TpebyeT HEKOTOPOoro
OOMOJTHUTENBHOIO 3HaHWUS, Tak Kak UCMONb30BaHME 3TOW CNYObl MOYTM HE OCBELLAETC B AOKYMEHTaUMm
Microsoft. B Microsoft Windows 2000/2003/2008/2008R2 LleHTp Peructpaumm — 310 TOT e LleHTp
Ceptnduvkauum, WMELWNA OOMOSHUTENbHYI0  HAcTpowky. Ytobbl noctpoute LUP, y LleHTpa
CepTudmkaumm HeOOXOAMMO OTKITHOYUTL CNOCOBHOCTbL MOAMNUCHIBATL CEPTUCMKATLI, HO COXPaHUTbL ero

dyHKUMIO 06CryKnBaHUSA 3anpocoB Ha cepTudukatel Yepes Web nHtepdetiic.

O6uwaa cxema NOCTPOEHUs] KOPMOPaTUBHOM CUCTEMbI, ucnonb3ywowmi LieHTp Peructpauumn un

LleHTp CepTndukaunm, npuBedeHa Ha cnegyroLlemM pucyHke.

| Ethemnet )
et y
F— —
= —
= =5
1 —

; - Llentp CepTudmraim
MexcaTeson LI,:‘L?'IJ ggﬁg? ZHCHH Windows 2000 Server.
IKpEaH P pay KoHTponep nomeHa.

— L]

I ABOHEHT .,
< TLS \TLS
MoyuToBwIi cepeep . MoutoBwIi cepeep

= b=

ABoHEHT MNouToBLIA y3EN ABoHeHT MouToBLIA y3en

ABOHEHT LS

3apaum LeHTtpa Peructpauuu

LleHTp Peructpauum B kopropaTvBHOW cMCTeMe AOJKeH 06ecneynTb BbINOMHEeHWEe CrieaytoLmx

YHKUNRA:
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*  KOH(pMAeHUManbHOCTb AaHHbIX, NepeaBaeMblX NONb30BaTENEM B NpoLiecce perucrpauuu;

* ayTeHTUdMKaLMIO Nnonb3oBaTensa npu o06paboTke 3anpoca Ha cepTudukar;

e 3alMLLEHHYIO AocTaBKy cepTudukata LleHtpa CepTudpmkauuu;

e OOHOBNEHMe cnMcka OTO3BaHHbIX CEPTMAUKATOB [Af1 MNONb30BaTENENn KOpnopaTuBHON

CUCTEMDI.

KoHduaeHumanbHOCTb  NepefaBaeMblX [OaHHbIX  pPEerncTpauum U  [OBEPEHHYK  OOCTaBKy
ceptudukata LleHTpa Ceptudukauum MoxHO obecneuntb, wucnonb3ya npoTtokon SSL (TLS),
peanu3oBaHHbIM ¢ Nomollbto kpuntonposanaepa Kpuntollpo CSP. AyteHTuduKkaumsi B JaHHOM cryvae
OOMmkHa OblTb OAHOCTOPOHHSAS, TaK Kak B MOMEHT permctpaumm nonb3oBaTeflb HE MMEEeT CBOEro fIMYHOro

CEKPETHOrO KroYa 1 cepTudukara.

VaoeHTudukauunio nonb3oBatensa v onpegeneHne ero npas uU ydeTHon uHopmauum MOXHO
npou3BoauTb MO pesynbTaTy napornbHoro Bxoga B gomeH Windows. lNpegBaputensHasa permcrpaums
nonb3oBatens B JoMeHe (Tam, rge OH He Obln 3aperMcTpyMpoBaH) C OOHOW CTOPOHbI MoTpedyer
OOMOSNTHUTENBHBLIX YCUMNWA, HO C APYroN CTOPOHbI MO3BONMT OOCTOBEPHO ONpeaenvTb MHOpMauunio o
nonb3oBaTterne, Bkroyasi ero Email agpec, n aBTomatuyeckn BHECTU 3Ty MHpopMauuio B hopmMupyembii
3anpoc Ha cepTudumkaTt. Takas cxema No3BONsieT aBTOMaTU3NPOBaTh MPOLIECC BbiNycka cepTudmkata B

KOpI'IOpaTI/IBHOﬁ CeTn N O0TKa3aTbCA OT JINYHOIO NPUCYTCTBUA NOJb30BaTENA B Ll,eHTpe CepTI/Id)I/IKaLI,I/II/I.

Monb3oBaTtenu, paboTtawwme B onepaumoHHon cucteme Windows 2000 mnm Windows NT,
UMEKT  BO3MOXHOCTb  aBTOMaTM4ecKOW  reHepaumm  cepTudukata, Ha  OCHOBE  [AaHHbIX,
3aperncTpmpoBaHHbIX B AoMeHe. [Ina 3Toro oHu AOMKHbI BOCNonb3oBaTbca MeHo "Myck", "Hactponka",
"MaHenb ynpaBneHus", "lMNonb3oBaTtenu n naponu" n B ananore BblbpaTtb 3aknagky "[dononHutensHo".
Wcnonb3ya kHonky "Cosgatb cepTudmkat', nonb3oBaTeny AoMeHa C MOMOLLbKD MacTepa Avanoros

MPOXOASAT LIeNOYKy reHepaumm KIoYvein 1 nosyydeHns ceptudukarta (CM. pUCYHOK).

2%

Monk30BaTent ﬂ.DﬂDﬂHHTBanol

— ¥NPaBNEHME CERTHHMISATAMH

- CepTHEMKATEI MCNANE3YHITCA ANA ¥ A0CTOEENEHHA
=1 MOANMHHOCTH CRywD CepTHDHCALMK, M3AaTENEH 1 cebn,

030a8TE cepTdeMKaT...EI CepTHhHKaTel

~ AoNoNHKTENEHOE YNPAENEHHE NONE303ATENAMK

NokaneHeI: NONE30EATENM H FPYINEl MCNONE3YHITEA ANA
&) A0N0NHATENEHOr D YNRSENEHFA NONEZ0EITENAMH,

AononHUTENEHD |

~MapaMeTpel BEZ0NaCHOR 3arpysKH

Ctrl-alt-Delete nepea Bx0AOM B CHCTEMY, 3T0 0BECNEYHBSET
GEZ0NACHOCTE MCMONEZ0EAHHA N3PONA M 3EWHWLEET CHCTEMY
0T HEBEsoNACHEN: MporpatH,

C? PeroMeHAyeTCA TDEﬁDBaTb HI¥ATHA CONETSHMA KNSEHLW
i

[¥ TpefioBaTte HamaTHa Chrl-Alk-Delste nepea BX0A0M B CHETEMY.

QR OTMEHE [[TPHMEHHTE
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FrEHEPALUUA KINKOYA U NONTYHEHUE CEPTU®UKATA AN PABOThI B
ANEKTPOHHOWM NOYTE

Kak 6bi510 onucaHo B npeabiayliem pasnene KoprnopaTuBHbIA NoMb3oBaTerb, UCnonb3ys Internet

Explorer n Web untepdelic LieHtpa Pernctpauun (LleHTpa CepTudmkanmm), OOSMKEH:

YCTaHOBUTb 3alluLLiEHHOe coeanHeHune ¢ LiP;

no pesynbTatam ayTeHTUUKaLUN U Ha OCHOBE [OaHHbIX, NOArOTOBMEHHbLIX aBTOMaTUYECKN
LIP, cchopmupoBaTh SIMYHbBIN CEKPETHBLIN KIHY U 3anpoc Ha cepTudgukar;

nepegatb 3anpoc Ha cepTudukat B LIP;

B Crydae KOpPPEKTHOM KpunTorpadmyeckon npoBepKM 3amnpoca Ha cepTudukaT nonyyvuTb

CBOW NNYHbI cepTUdUKAT U YCTAaHOBUTb €ro B CNPaBOYHMK CepTUDUKATOB.

®YHKUMKN TeHepaunmn CeKPeTHbIX Krtouveit, hopMUPOBaHUS 3ampoca Ha cepTUdUKaT U YCTaHOBKM

cepTudukata nonb3oBaTtens ob6biMHO peanuaytotes 4vepe3 COM wunTepdoenc Certificate Enrollment

Control

(http://msdn.microsoft.com/library/en-us/seccrypto/security/certificate _enrollment _control.asp).

MprMepbl UCnonb3oBaHUsA 3TOro MHTepdperica npueedeHsl B ASP cTpaHuuax, yctaHaenuBaembix Web

uHtepgencom LieHtpa Ceptudukaumm Microsoft.

Cnepyet o6paTutb ocoboe BHMMaHWE Ha OBe criefylolme ocobeHHOCTM npu hOpMUPOBaAHUM

cepTndnKaToB NoMb3oBaTenen, NCNOMb3yeMbIX B 3fIEKTPOHHON NoYTe:

cepTndukaT nonb3oBaTens [AOMMKEH codepXaTb [OOMONHEeHWe pacluMpeHHasi obnacTb
npumeHeHus knr4va (extendedKeyUsage) co 3HayeHumem 1.3.6.1.5.5.7.3.4 (3awmTta
3NEKTPOHHON MOYThI);

cepTuukat nonb3oBaTensa AO0S/MKEH coaepxaTb agpec 9MeKTpoHHOW noyTbl Bnagenbua

ceptudmkata B popmate RFC 822 (name@domain.country).
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NCIMNOJIb3OBAHUE KPUMNTOIMNPO CSP B OUTLOOK EXPRESS

MporpammHoe obGecnedeHne Outlook Express Bepcum 5.0 n Bbille MONHOCTLIO MOAAEPXMBAET
NHdppacTpykTypy OTkpbIThIX Knitouen ans obecneveHms KOHOUAEHLMANbHOCTU, LENTOCTHOCTM, aBTOPCTBA
MOYTOBbIX COOOLEHN, nepedaBaeMbix nNo npotokoniam SMTP, IMAP, POP3. [Ina atux uenen Outlook
Express uncnonbsyet dyHkunmn CryptoAPI 2.0 n cepTtudukaTbl OoTKpbITbIX Kntoven X.509. B kayectse
dopmaTa 3almLleHHbIX COOOLLEHUn Mcnonb3yeTcss ¢opmaT, ONMCaHHbIM B pekoMeHaaumsx Secure

Multipurpose Internet Mail Extensions (S/MIME).

MpuBepeHHast HWXKe MHOpPMaUUa onNucbiBaeT AENCTBMA MO KoHgwurypauumn B Outlook Express,

HeobxoguMble Ans obecnevyeHms 3amThbl NOYTOBbLIX COOOLLEHNI.

KoHdurypaumsa Outlook Express

Bbibepute nyHKT meHio CepBuC, YyeTHble 3anucu... U Haxmute Ha 3aknagky lMourta. B
oToOpaxaeMoM CMUCKE YYETHbIX 3anucen BbibepuTe Ty, KOTOPYH HEOBXOOAMMO HaCTPOUTb, U HaXMUTE
kHorky CBowncTBa. B otobpaxaemom amanore Bbibepute 3aknagky BesonacHoctb. OTobpaxaembliin
aunarnor no3eosisieT Nosib30BaTeNto yka3aTb CBOM NIMYHbIE cepTudmkaTbl, KOTopble ByayT NCNONBb30BaTLCS
npu Bblbope NMYHLIX KM4Yen nonb3oBaTens Ansa opMMpOBaHUSA 3MEKTPOHHOW LnpoBOM nognucu m
pacwmncpoBaHns BXogsaLmnx coobweHnin. Kak yxe 6bino OTMeYeHO paHHee, B Auanore Bblbopa
cepTudukata oTobpaxaloTcsl TOMbKO cepTudukaTbl, UMElLLMe coBnagatwolmii aapec 3NeKTPOHHON

NOYTbl U pa3pelleHHble Ana 3alnTbl SJ'IeKTpOHHOIZ NOYThbI.

¥E|xrays - cROACTEA @EJ

O6iwue | Cepseprt | Mogrmouenue | BesonacHocTe | NononnurensHo

CepTHdurar nognmcu

BriSepuTe CEPTHPUEAT NOLAMCH. T &k Catdblk BRIl S3030HTE
UHPPOEOE FKOL, KOTOPEIE GYIET WCNONBS0EATECA MR
MOGMMCEIESHMM COOGOWEHMA © 3TOR Y4STHOM Sanyce.

Ceprugukar: | test

MapareTpel WWPpoEaHUS

BrifeprTe CEpTHBUEAT M 30 ORMTH WHOPOEAHKA, 3TH 0aHHEE
EKMOYSHTCA B COOOLIEHWA C© LMPPOEOR NOAMMCER C TE, YToSs!
WA MO BOCM0IEZ0BSTECA NOAYYATENM NP OTNPAEK S Bt
WHBPOBaHHE COOGL EHMMA,

Cepruduear: | test

ANrOpUTH:

[ OK ][ OTrieHa ]

Bbibepute nyHKT meHio CepBuc, MapameTpbl... U HAXXMUTE Ha 3aknagky besonacHocTb.
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OfiwpHe YreHue HeeaomMneH1a OTnpagka coofi eHuWE CozgaHue coofil eHua
Mognucu [NpagonucaHue BezonacHocTe Mogk nyeHue OfcnyHUEaHHE

3alMTa T BUPYCOE

Brifepure 30Hy Ge30nacHoCTH and ofospesarend Internet Explarer;
()imona MHTEpHET 3 [S830NACHOCTE HUKE, HO BOSMOXHOCTEN GBS
(%) m0Ha OrpaHHYEHHEIX Y3N0E [SES0NAcHOCTE BRIlLE]

Mpeoynpe#aare, ECAM NPUAOKEHKS MBTAOTCA OTNPAEMTE NOYTY OT MOEMD HMEHK,

He paspewars cospaHeHHe Mk OTKPETHE BAOKEHWHA, KOTOPEIE MOMYT COAEPHETE BHPYCEL.

3arpysarke 1MsogpameHuR
EnokWMpOBETE M305PaKEHUA M APYroE BHELIHES COAEPHMMOE B COOBLLEHWH B foptdaTe HTML.

EezonacHan novra
% EBDTHCDHKEIT NOSEQIAST YAO0CTOESPATE MMYHOCTE [ EEEJJ.EHHH...

NOABZ0EATENA NP A NEKTPOHHOR OfAREHE LAHHEIRAM.

J1NA NOGMHCEIEAHHA OTMPAENASMER: CONOLWEHWEA MK NONY4EHMA
LWMPPOBAHHEL COOGLLEHMA HYKHO MMETE CEETHEMK ST, [ TOAYYTE CEPTHPUEAT..

]
[ CepTHdMKaTEL . ]
)

[ WueppoBaTe COABMMMMOE M BAGKEHWA BEEX HEXOAALIME SOOI EHME

[ Nogrmcelears Boe OTNpAEAAEtBle CODGW EHHA

[ HononHumeneHo... ]

I 0k l [ OtreHa ] l I'IpMmeHMTbl

B 0T06pa)KaeMOM ananore MOXXHO BKITHOYUTb pEXUMbI Ll.llﬂ(*)pOBaTb cogepxnumMmoe u BrnoxeHusa
ncxoaswmx coobuweHun n Bknwouutb LIM(*)pOByIO noanuCcb BO BCe oThnpaBnsAeMbie coobuweHuns
ans Toro, 4toobl LIJI/I(prBaHI/Ie N 3NEeKTPOHHaA LIM(prBaﬂ noanncb BbINOJTHAITMCb aBTOMAaTU4YEeCKN OnA
Kaxkgoro coobuenuns. Ecnn atu peXxXnmbl HE BKIHOYEeHbl, onuunn LIJM(prBaHI/IFI M noanncn Hy>xHo 6y/:|,eT

BKIMHOYaATb A4 KaXXaoro otnpasnidemMoro coobLeHus.

Haxmunte kHonky [ononHutenbHo. B oTobpaxaemom amanore ycrtaHoBuTe cnefywouuve

PEeXUMBbI:

WucdpoBats npu otnpaBke wWuUpoBaHHOM MOYTLI CaMOMy cebe. YcCTaHOBKa pexuma

BKITHOYEHUSI JaeT BO3MOXHOCTb OTMPaBUTENIO0 PacluMpPOBLIBaTb OTNPAaBMEHHbIE UM COOBLLEHNS.

[Jo6aBnATb Mon cepTucmMKaT Npu oTNPaBNEHUN COOBLLUEHMIA C NOANUCBLI0. YCTaHOBKA 3TOro
pexuma aBToMaTtudeckn OypeT pobaBnaTb cepTudwmkarT OTNpaBUTENS KO BCEM COOOLleHUsM. OTOT
pEeXUM NO3BONSET NPOU3BOAUTL OOMEH cepTudmKkaTaMu ¢ UCMONb30BaAHWEM NMOANUCAHHOIO CoobLLEeHMS,
a 3aTeM WCnosnb30BaTb MOMy4YeHHble cepTudukaTbl AN NOCNeayrLWero WUdpoBaHNs COOGLLEHNIA

Mexay agpecaTamMu.

KoogupoBatb coobueHus nepen nognucbiBaHueM (Henpo3payHaa noanuck). [lpu
BKIMTIOYEHHOM pexmnme noanucb opMuUpyeTcsl B BUAE OOHOrO OTAESNbHOrO BIIOXEHUS AMsi COOOLLEeHuUs.
Ecnv pexum BbIKIMIOYEH - TEKCT COOOLLEHUS M BCE BIIOXEHUS OOBLEOUHATCA B €AMHOE Luenoe u
KOAMPYIOTCA B COOTBETCTBMM C nNpaBunamu koguposaHus BASEG4, nocne yero pesynbTaT KOAMPOBaAHUS

noanmcbiBaeTcA.

ABTOMaTUYecku [Oo06GaBnaTb cepTUdMKaT oTnpaBUTeNst B agpecHyr KHury. [lpu
BKITIOYEHHOM pexume cepTudmMKkaThl, nepedaBaeMble B COCTaBe MOAMUCAHHOIO coobuleHus, GyayT

aBTOMaTn4eckn 0obaBnaTbLCsA B apecCHY0 KHUTY.
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,I],DHDHHMTEHI:HIIIE napame Tpbl Ge30nacHoOCTH E]E|

WMeppoBaHHEE CODBLLEHKA
% Mpeqynpe#aart NpM CTORKOCTH WMPPOEaHWA CONOLEHWE MEHELLE;
168 fur w

WHedpoEaTE NPM OTMPAEKE WHMGPOESHHON NOYTE! CaMay Cete

CoofWeHuA © UMPpOEDH NoanUceD

JofaEnaTe Mol CERTUEMKAT MPW OTAPABNEHMM CODBLLEHWEA & NOANWCEID

[ Eoaupoeare coofilueHHa nepen NoanHeEIBaHHER (HENPOSPaYHARA NOLNHEE)

AETOMAETMYECKH A0GEBNATE CEPTHPUKAT OTNPSBUTENA B A1PECHYI0 KHMMY
MNpoBepk.a oT3HIEa CEPTUPMEATOE

% MpoBepATE, HE BELIM N OTOZEaHE! CEPTHpMKATEL
=

() Toneko NpH HEXOHAEHHH B CETH

(¥) Huroraa He nposepsTe

0K H OTrieHa ]

MpoBepsaTb, He ObiNn N 0TO3BaHbI cepTUdUKaTbI:

TONbKO NMPU HaXOXAEeHUU B CeTU — YCTaHOBKA oriara NpoBEPKM NMPUBOAMUT K TOMY, YTO Kaxaas
onepaumsi OPMMUPOBAHNS WM MPOBEPKM 3NEKTPOHHON UMdpoBON nognucu OyaeT CONpoBOXAATbCSA
NpoBEpPKOM Ha OT3bIB cepTudukata. [Ana npoBepkuM Ha OT3bIB MCMOMb3YeTCS CMMCOK OTO3BaHHbIX
ceptucdmkatoB (CRL), nHpopmaums 0 HaxoxaeHun KOTOPOro, 3anucbiBaeTca B BuAE OOMOMHEHMS B
cepTudukaTte kaxaoro nonb3oBartens. 1o ymonuaHuio faHHas onumst He BKoYeHa, n Outlook Express

HEe OTCnexunBaet d)aKTa KomMnpomeTauunm KNoYen nonb3oBatenemn.

HUKorga He npoBepsATb — NpoBepKa Ha OT3bIB HE BbINOJIHAETCA.

OTnpaBKa noAnMcaHHbIX COOOLWEeHnn
Ons cosgaHns v OTNpaBKW MOANMCAHHOMO COOBLLEHUS HAXMUTE KHOMKY | Cosaats..  Co3aaTh

coobLeHue nnm Bbibepnte NyHKT meHio ®ann, Cos3pgartb, CoobeHune.

Bbibepute nonydyatens coobuweHusa (none Komy) n Beegute temy coobuieHus. Ecnm nucbmo

0

OyneT codepxaTb HekoTopble (oaisibl, AoGaBbTe MX B MUCbMO, UCMOSIb3Ys KHOMKY — Enoxvte  BrIOXWTb.

(=§

MNoanHcaTe
,D,J'Iﬂ oTnpaBkn COOGLIJ,eHVIFI B nognmcaHHOM Buae npoBepbTe COCTOAHUE KHOMKU I'Io.qnwcaTb.

8

OHa pgomkHa ObITb HaXkaTa M OOImKeH ObiTb BUAOEH NpuU3HaK noanmcaHHoOro coobLeHuns B npa|30|7|

YacTu aKpaHa.
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©akin Mpaeka Bua Bcraeka ®opuat  Cepeuc  CoofleHke  Cnpaeka ",

>
— AB -
OTNPAEHTE OTHEHHTE MpoeeprTe  Mpagonmca.. . BnosmTe BamHoCTE Moarmeate | 3awkbpos...
oty |mai|test@crypt0pr0.ru R
Konma: |
Tema: |test

MpHCoE AHHHTE: @smime.de (560 KE) |

I_=$

Mocne Toro, Kak coobLeHNe NOArOTOBMEHO K OTMNPaBKe, HAXKMUTE KHOMKY OTmpaEnTe OTNPaBUTb.

Ecnn B oTBET nosiBuTCS cnepywuiee npeagynpexageHume, To 3To o3Ha4aeT, YTo CepTI/Id)MKaT Obln 0TO3BaH.

an,ﬂ,ﬂCTE pe e HHe CHCTEMbl Ge3onacHoOCTH

! E EEFITHCPMK&T .19 AAHHON YY4ETHOR SaNMEH OTOSESH.

Mporpararae Dutlook, Express He ynanock HAFTH LERCTEYHOWEND
CEQTHRMKATA Ha 3Tok KokNbkTepe. [anyuuTs HOBBI CEpTHEUEAT 7

Ha l ’ OTNpaEWTE, HE NOAMMCEIESA ] [ OTreHa

Mony4yeHue cepTuukaTa OTKpPbLITOro KnrYa aboHeHTa Ansa WugpoBaHUA COOOLLEHUN

[na wudpoBaHusa coobLieHnn B agpec ApYyrnx nornb3oBaTenen HeodXoaumMo npenBapuTensHO
npoussectn obmeH cepTudukatamn. [Ong 3T0oro OOLIMHO [OCTATOMHO Mepecnatb MNoAMMCaHHOe
coobuieHne B agpec Tpebyemoro aboHeHTa (coobLieHWe mnocbinaeTcsd BMecTe C cepTudukaTom
otnpaBuTens). [locrne nonyyeHuss CcooOLLEHUS U NPOBEPKN SMNEKTPOHHOW LMGPOBOM NOANUCH
npou3BoauTCA aBToMaTuyeckoe aobasrieHne agpeca OTNpaBUTENS U ero ceptudmkaTa B aapecHyio

KHUTY.

Ona «koHTponss pobaBneHusi BbiNONHUTE cneaywowme paencteus. OTKkponTe nonydeHHoe
noanncaHHoe NMCbMO. YCTaHOBUTE KYpCOp Ha ajpec OTrnpaBuUTENs W, HaxaB MpaByl KHOMKY MbILUWN,

BblOepuTe NyHKT lo6aBUTb B aAPEeCHYIO KHUTY.
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EEX

dafin  Mpaeka Bua Ceperc  Coofwedke  Cnpaeka .1.'

A x>
&v v v8 = x @
. OTEETHTE  OTEETHTE... [epecnaTte Mevate ¥aanmTe Mpeakiay. ..
or: Fsifass .
Aara: 13 n -:|E-HTI:- E 3APECHYHD KHHMY
f Hakrth, .,
Kony: mail .
Tema: Lest NOKHPOEATE OTAPAEHTENA, .

beszonacHocTe: (04 Konwpogate

CBoOHCTBA

test

[nsa Toro, 4ToBbl NpoBEpUTL Hannune cepTudunkata aboHeHTa B agpecHOW KHWUre, HaxXmuTe Ha
W
KHOMKy  ®AaPeca  Appeca B OCHOBHOM MEHI0 1 BbiGepuTe 3anmck ¢ Tpebyembim aboHeHToM (cM. PucyHok
2). Ecnu B 3anuncn aboHeHTa OTCyTCTBYET cepTudmkat unu ceptudumkat He obHoBurncs (y aboHeHTa 6bin
cTapbli cepTudukaT), yaanute MofHOCTbIO 3anncb aboHeHTa M3 agpecHOW KHUMM U NOy4mMTe OT Hero
noanucaHHoe cooblieHne eue pas. lNMpu 3TOM JOMKHO MPOU3OWTU aBTOMAaTUMYeCcKoe COo3daHue 3anucu c
cepTudunKaTom.

dafin Mpagka BWa Cepeuc  Cnpagka

G- X £ = N

CozAaTE CBOHCTES WaanuTe  Mouck nioaed MedaTh AeAcTEHE
OBWHE KOHTaKTEI BEEAHTE MNK BLIBEPHTE M3 CAMCKA! |
a (CICHOEHK =
Mma SNEKTPOHHAA MNO4Ta CrywebHE Ten.,., | JdomMawHm
ERAmailtest mailtesk@cryptopro.ru
< | EANES | >

1 obtekTal-os)

PucyHok 2. AgpecHas kHura

OTtnpaBka wncpoBaHHbIX COOOLEHNN

Co3AaTE .

[ns co3pganuna n OoTnpaBku nognncaHHoro COO0LEHNS HAXXMUTE KHOMKY Cos3paTtb

coobLeHue nnu Bbibepnte NyHKT meHo ®daun, Cos3pgaTtb, CoobuieHue.

Bbibepute nonydyatens coobuweHusa (none Komy) n Beegute Temy coobuieHusi. Ecnm nucbmo

0

ByneT cogepxaTb HekoTopble dawnbl, fobaBbTe NX B NMUCbMO, UCNOMb3YA KHOMKY — Enoxkte  BROXWUTB.
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Salmhpas. ..
Ons oTnpaBKun COOGLLI,eHVIﬂ B 3aLIJVICprBaHHOM BMOe npoBepbTe COCTOAHWE KHOMKU

3awuncgpoBatb. OHa gomkHa ObITb HaXKaTa M AOMKEH ObITb BUOEH NPU3HAaK LWNgpoBaHHOro coobLueHns

o B NMpaBol YacTu akpaHa. [Nocne Toro, kak coobLleHne NOAroTOBMNEHO K OTMPABKE, HAXMUTE KHOMKY
=
OTpsEHTE. OTNPaBUTD.
Mpyv nonbiTke 3awmdpoBaTb MNUCbMO Ha OTKPLITOM KMto4e BnajenbLa OTO3BaHHOMO
cepTudmKaTa, BO3HUKHET Ta XKe CUTyauusi, YTO U Npu OTNpaBKe COOBLLEHNS, NOANUCAHHOIO C NOMOLLbHO

OTO3BaHHOIO cepTudmkaTa. A npeaynpexgarowiee okHo 6yaeT BbIrMsA4eTb Tak:

an,ﬂ,ﬂCTE pe e HHEe CHCTE Mbl Ge3onacHoCTH

@ CepTHimKaT WHIPPOESHHA ANA AGHHOH YHETHOM 33MMCH 0TOSEAH,

lNMpoBepka cepTudmnKaTa Ha OT3bIB

MeproanMyHOCTb UM3OaHUA  CMUCKOB  OTO3BaHHbIX  cepTudukatoB (COC) onpepensertca
YpaoctoBepsitowmm  LeHTpom. LleHTp CepTtudmkaumm mnsgaet COC u nydnukyeT ero B CETEBOM
cnpaBoYHuKe (Mpu ero Hanuumm). MNMonb3oBaTenu OOMKHbI perynsipHo obHoenATb COC, xpaHsawmica B

JTOKalibHOM cnpaBoO4YHUKE CepTM(bMKaTOB C ucnornb3oBaHnemM OOCTYMNHbIX CPenCTB.

Ons KOHTPOIIA NpOBEPKAN CepTI/I(*)I/IKaTOB Ha OT3bIB BbINOJNIHUTE cneaywwne OEencTBus. OTKpOI7ITe

nony4yeHHoe NoANMCaHHOe NMMCbMO. HaxkMuTe KHOMKY 8 _ npu3HaK nognmcaHHoro coobueHuns. Kak yxe
ObINO OTMEYEHO paHHee, AN aBTOMAaTUYECKOW NPOBEPKU MOAMUCU Ha OT3bIB HEOOXOOUMO YCTaHOBUTb
¢nar MNMpoBepATb, He ObINM N OTO3BaHbl cepTUdUKATbI: TONMBLKO MPU HaxoXAeHuu B ceTn. B

NPOTUBHOM CIlyyae, B OTKPbIBLLUEMCS Ananore B 3aknagke besonacHocTb yBuanTe crnegyroulee:
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| Oéwwme | Mogpotiio | BesonacHocTe

UuppoEas nogrcs

MNoanucaHo: rnailte st ciptopro.iu
CogepsHroe HE HSMEHEHD Ha
MNognHee AoCToBEpHA: Ha
3anpoc Ge30MaCHOMD YBEACHAEHIA: HA0
[NpoBeprka OT30IBa CEpTHpUK TS Her
CocToAHwe
OTSRIES
MeTka
GEZ0NaCHOCTH:

WuspposaHue
Cogep#aHie W BENDHEHWA SalMEPOEaHEL Her
AAFOPHTH WHGPOBaHKA: Her

[pOCMOTR CERTHEPHKATOE. .. ] [ JononHuT enkHEE CEESIEHMA. . ]

[ ak. ][ OTreHa ]

Mpn ycTtaHoBneHHOM cpnare npoBepku, ecnu ceptudumkat He oTo3BaH, B rpade CocrtosiHue
oT3biBa nonyudnte CepTtudukat He Obin OTO3BaH, UMM He yaanocb NONy4YuTb UHcopmauuo o6
OT3biBe 3TOro ceptudukara.

Ecnu xe CepTMd)I/IKaT oTO3Banu, To Npu OTKPbITUN NUCbMa NOABUTCA npeaynpexaeHune:

& test

@afin  Mpaeka Bua  Cepsuc  Coofliedke  Cnpaska

. 6 € = X O O

Mevate ¥aAanMTE Mpeaelay.., Cneaykwes Aapeca
oT: mailest Q\
flaTa: 19 MapTa 2007 1, 13146
Komy: mailcest
Tema: test

BE30NACcHOCTL:  M0AMKCaHD - 3TOT CEPTHBHKAT NOAMHCH 0TO3EaH

BblAeneHHele MyHKTE] I

CoobLUeHWe He BCKPbIBANOCH
Bbl noBepaeTe aToMy cepTUdMKATY NoaNMcK
CepTudhuKaT He NpocpoYeH

Appeca aneKTPOHHOW NOYTEI OTNPABWTENA X
cepTuhuKkaTa coBnagaroT

HuKakux MHbIX Npobnem c cepTUdUKaTom He
oGHapy»eHo

Bonbwe

OTKPEITE COOGWEHWE BrIBECTH CEPTUMKAT
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A npn HaXaTun KHOMKKU , B OTKpbIBLLEMCA OKHE BO BKNagke Be3onacHocTb 6y/:|,eT

3Ha4YnUTbCA: ATOT cepTUdUKAT ObIN OTO3BaH.
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MCMNOJIb3OBAHUE KPUMNTOIMNPO CSP B MNPOrPAMME "NOYTA WINDOWS"

Mporpamma "lMouta Windows" (Windows Mail) siBnsietca komnoHeHToM Torbko OC Windows

Vista n Windows 2008 Server.

Mcnonb3oBaHne cpeacTtB kpuntorpadmyeckon 3awmutel B nporpamme "lMouta Windows" ans

KINMMeHTa BO MHOIomMm coBnagaeT C ncnosib3oBaHneM B ApYyrmx no4vToBbIX NporpamMmmax.

KoHdurypauus nporpammsbl "lMouta Windows"

Bbibepute nyHKT MeHto CepBuc, YYeTHbIe 3anucu.

1 Broauwe - Mowra Windows
aitn  Mpaska  Bua Coobuienme  Cnpasea

[E=8EoE )
o

Cnpaska no 6esonacHocTH
LUndposaHnHsle cooblyenun

Iﬁ 370 coobieHne BN 3awnhpoBaHo oTNpasuTenem.

4 ) Nokanomwienani|  Cirxposmosars ece A
& Broamune .
= Kormakrei Windows.. Gridshiftee. [ 02.07.2010 16:
. Vciomume 02.07.2010 16:
" Grmpasnewen  AoSasns oTpaBTens 8 cnncoK KoKTaKTOR .07.201016:
Movra Windo.. 0207201015
& Yaanennsie Kaneraaps Windows CorleShifes L [ © "PorPammy Hosma Hindo
Z eprioomcn
S Hoxensrenord  TTPaBANa 478 coobuiennii ,
4 Microsoft Commy Tpynnbi HOBOCTEA... Ctrle W
Yuernsie sanmci..
TMapameTbl HEKERaTERBHOH OUTEL..
Mapauerpei.. (2
—~ wr nomy: Lurpest ptopro.ru>
Tewma: test1

N

TPy NoMy4eHUH 3aWMpPOBAHHOTO COOBWEHNA MOXHO ObiTh YBEPEHHBIM,
YTO OHO He ObINo NpouYKTaHo kem-nubo ewe. MNouta Windows

Hacrpoiika yHeTHbic sanuced.

BbibepuTe cBOIO y4eTHyt0 3anuch, HaxxmuTe Ha CBoncTBa. Haxxmnte Ha 3aknagky BesonacHocTb.

- - =
5| jake.cp.ru - ceoiicTEa

Ceptudmrat nognucu

3TOI YUYETHOH 3anucer,
Ceptudmkar:  test

Mapamerpel WndpoeaHUa

LN POEaHHBEK COoBLLEHNI,

Ceptudmkar:  test

T B
| Ofugme ! Cepeepril I Mogkniouetme | BesonacHocTs IﬂonoanTeanOE

=

Anroputi |GOST 28147-89 (256-hit)

BeiBepute ceprudnkat nognucu. Tem cameim Bbl 3343auTe UndpoBoii
KA, KOTOpbIFA ByAET MCNONE30BATECA MPW NCANMCBIBAHUK COOBLLEHN C

Bribpate...

BriBepute ceptudmkat u anroputm W poBaHKA. 3T AaHHbIE
BKHONENOTCA B CooBLUEHNA © UMdPOBCA NOANHCEID © TEM, 4TOGE! MMM
MOFAW BOCNOMES0BATECA NOTYYaTENN NPY OTNREEKE B3M

BuiBpate...
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Bbibepute nuyHble cepTudUKaTbl, COOTBETCTBYIOLLME KMOYaM MOANUCU U WMdpPOBaHMUS,
ncnonb3ys kHonky Beibpatb. OTobOpaxaembln Ananor No3BonseT Nonb3oBaTeNio yka3aTb CBOU NNYHbIE
cepTndukaTbl, KOTOopble OyoyT WCMOMb30BaTbCA MpW BbIOOpE NMYHBLIX KIOYeln nonb3oBaTens Ans
POPMUPOBAHMSA SMEKTPOHHOW LMAPOBOM NOAMNUCU U paclumdpoBKM BXoaawmx coobuieHun. Kak yxe
OblTO OTMEYeHO paHee, B Auarnore Bblbopa cepTudukata OTobpaKalTCs TONMbKO CepTUdUKaThI,

uMetoLLue cosnagaroLmmn agpec SJ'IeKTpOHHOI7I NOYThbl N pa3peLleHHble Ana 3alnTbl SJ'IeKTpOHHOIZ NOYThI.

Bbibepute nyHKT meHio CepBuc, [MapameTpbl, HaxmuTe Ha 3aknagky BesonacHocTb. B
oToOpakaemMOM fuanore MOXHO BKMounTb pexumbl LudpoBatb copepxumoe U  BROXeHUs
ucxopawumux coobweHun u lNoanucbiBaTb BCe OTNpaBnsfieMble COOOWeEHUA [ns Toro, 4Tobbl
wudpoBaHMe U 3NEKTPOHHas LUMdpoBas MoAMNUChb BbIMOMHANMCE aBTOMaTUYECKM [ANs  Kaxgoro
coobueHus. Ecnun aTv pexumbl He BKIHOYEHbI, ONUMU LWUMAPOBAHNS U MOANUCU HYXHO OydeT BKO4aTb

OnS Ka)Ooro oTnpaBnsgeMoro coobLeHus.

=/ Mapamerpe ||
| Ofuwe |  Yrerwe ’ YeeaomneHus 5 Ompagka coobiueHi ' Cospare coobueus |
| Moarwch : MpasonncaHne ! BeaonacrocTs | TMosknioderne | OononHutensHo I
3awwTa oT BApYCoB
BriGepure 301y GesonacHocTi:
“lzoHa MuTepHeTa (BE20N3aCHOCTE HIBKE, HO BOSMOXKHOCTER BonbLUE)
@) 30H3 OrPAHWYEHHB Y2N0B (BE30NACHOCTE BhILLIE)
[¥] Opeaynpexaats, CAM NPMAOKEHWNA NEITAHOTCA OTNPABNTE NOYTY 0T MOEMD MMEHM,
V| He paspeluats coxpaHeHne WK OTKPEITHE BNOKEHMI, KOTOPBIE MOMYT COASPHaTE EUPYCHI.
3arpyxaTe nsoBpoKeHna
17| BoknpoBaTe u3oBpakeHia n Apyroe BHELIHEE COAEpXMMOE B cooBlieHim 8 dopuate
— HTML,
BezonacHas nouta
Lintpoesle yaocToBepeHna (CepTUdMKATBI) — 3TO CNEUWMANEHBIE
AOKYMEHTEI, J3HOLLME NPAB0 Ha NOATEEPHIEHUE TMUHOCTI =
MoAE30EATENA NPH 0EMEHE J3HHBINMM, | Ceprndukatbt..
Y1o6b1 CTRENTE LMPPOEYH NOANMCE N4 CocBLIEHNAMKM NN
NOAYYaTe WHHPOBAHHEIE COOBLLEHNA, HECEXOANMO MMETE Monyunte cepridukar...
UM pOBOE Y40 CTOEEPEHMUE,
[] Wudpoeats cOAEPzKUMOE W BNOKEHUA BCEX MCKOAALLNK COOBLLIEHMA
V| Mognucelieate Bce oTNpaBAREMBIE COOBLLEHNA
JononnuTensHo...
QK I l Cmmera I | MpUMEHITS ‘

Haxmute lononHUTENbHO.

WucpoBats npu oTnpaBke wWU(PPOBaAHHON NOYTbLI caMOMy cebe. YcTaHOBKa pexuma

BKIMIOYEeHUA AaeT BO3MOXHOCTb OTNpaBUTESIO paCLIJI/I(*)pOBbIBaTb OoTnpaBJieHHbIE UM coobLeHms.

Ho6aBnATb Mon cepTucmKat Nnpu oTNPaBlieHMN COOOLIEHNI C NOANUCHLIO. YCTaHOBKA 3TOro
pexvMma aBToMaTuyecku OygeT nobaBnsATb cepTudhmkat oTnpaBuTeNs KO BceM COOBLLieHUsiM. 3TOT
pexum Mo3BONsieT Npou3BOaUTL OOMEH cepTudukatamum C  WUCMOSIb30OBAHMEM  MOAMUCAHHOMO
coobLleHnsl, a 3aTeM UCMONb30BaTb MOSyYeHHble cepTudmkaTbl Ans nocrneayowero WwndpoBaHus

coo0LLEeHUN Mexay agpecaTamu.

KogupoBatb coobweHusi nepen noanucbiBaHueMm (Henpo3payHas noanuck). [lpu

BKIMIOYEHHOM peXume nognuncb (bOpMMpyeTCFl B BUOE OAHOro OTAENbHOro BIIOXEHUA ONsi COObLEeHUs.
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Ecnn pexmm BbIKMIOYEH - TEKCT COOOLLUEHUS N BCE BIIOXEHUA OO0BLEOMHSAITCA B e4MHOE Lenoe u
KOAMpYIOTCSA B COOTBETCTBUM C NnpaBunaMmu kogmposaHuss BASEG4, nocne yero pesynbTaTt KogMpOBaHMWS

noanucbliBaeTCA.

ABTOMaTMYeckn Aob6aBnATbL cepTudUKaTbl oTnpaBuTenem B KoHTakTbl Windows. [lpu
BKITIOYEHHOM pexume cepTudukaTbl, NepedaBaemMble B COCTaBe NOAMMCAHHOrO coobuieHund, OyayT

aBTOMaTU4YeCkn 0OBABNATLCS B KOHTAKThI.

JenonHuTeneHele napaMeTpel GesonacHocTH
LndposadHbie cooBuyeHna
Mpegynpexaate Npy cTofkocT WnpPoBaHNA Co0BLLEHNI MEHBLLIE
ER
[168 Bur -

[¥] lWndporats npu oTpaske LUMGPOEHHON NOUTE camony cebe
CooBenna ¢ undposoii Nognncero

2 Ij‘,ﬂ,ngasnnrh nofi cepTUKAT NpR OTAPABNEHUK CooBLIEHNIA C
" ~ NOANHCEH

E Kognposare cooBuyenna nepes nognnceisaHnem (HenpospayHan
— nognnce)

(7] ABTOMATHYECKN J0BEBNATE CEPTUQNKAT OTNIRABNTENS & KOHTAKTEI
— Windows.

Mpoeepka 0T36IE2 CEpTUHNKATOR
MpoeepaTh, HE BbLAK N OTO3BaHEI CEPTUHUKATLE

@) TonsKo NpM HAXOHIEHNK 8 CETH

() Hvkoraa He nposepate

[ ok ][ omee

OTnpaBKa NogNMCaHHbIX COOOLEeHNN

Ona cosgaHus 1 OTNpaBKM MOAMUCAHHOIO COOGLLEeHNA HaxmuTe kHorky CosgaTb NMouYTOBOE

CozpaTe NnoYToOEOE COOBLLEHNE |+

coobweHue.l
Bbibepute nonyyatens coobuweHusa (none Komy) n BBeaute Temy coobuieHus. Ecnv nucbmo

Oynet cogepxaTb HekOTOpble hannbl, Ao6aBbTE NX B MUCbMO, UCMOMb3YS KHOMKY anernMTb. Onsa

OTNpaBkM COOOLLEHUS B MOAMUCAHHOM BMAE HaXmuTe KHOMKY MeHio CepBuc, otmeTbTe LindppoBas

noanuckb. Vinu Beigenute NYHKT MEHIO nO,ﬂHMCGTb.g

E

et (=30
Dain Mpeees Dua Boraexs  Gopwur RTINS Coobuwenwe  Crpsexa

®orpers VB WO S Mpancncasise ] _
[E= Kamy: [eorntest <corptest! JanpocuTe yeeacianensie 6 AESHTERAN
) p—— FESOE— CreK
! Baataprate rusmysarenei
Tema: ftest
Korrasrsl Windows... CarleShitteC
Eni ! 3 £ £
s & READMENTM L aneiggaps, Windows Cholo Shifes |
Avial - [ v B Jauwsdpasar =
e
test

Uudpoaaa namic coofiyesnts gna feranacnnd neprgsm.
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Mocne Toro, Kak coobLeHne NOAroTOBMNEHO K OTNPAaBKEe, HAXKMUTE KHOMKY O'rnpanrb. A G|

Ecnn CepTI/I(*)I/IKaT, C NOMOLLbIO KOTOpOro noannmcaHo coobuleHne, Gbin O0TO3BaH, TO NOSIBUTCS

cnefylollee npeaynpexaeHune, a camo cooblieHre He ByaeT oTnpaBneHo.

Mouta Windows (3]

CepTUdMKaT ANA JaHHOWM YUeTHOR 3anucK
0TO3BaH

Moure Windows He yaanock HalTH gefcTeytoLes
LM pOEDE YADCTOEEPEHWNE HA 3TOM KOMMBHITEpE,

[ OTI'IFIEEMTb, HE NOANWCBIEaA ] I OTmenHa

Meonyunts nomMeouls oT coobuiecTs

Mony4yeHue cepTuukaTa OTKpPbLITOro KnYa aboHeHTa Ansa WnpoBaHUA COOOLLEHUN

[ns wndposaHna cooblueHnn B agpec Apyrnx norb3oBaTenen HeobxoanMO npeaBapuUTerbHO
npoms3Bectn obmMeH cepTudukaTamu. [Ons 3Toro o0ObIMHO [AOCTAaTOYHO nepecnaTb NoAnNMcaHHoe
coobuleHne B agpec Tpebyemoro aboHeHTa (coobLleHWe nocbinaeTca BMecTe C cepTudmkaTtom
otnpaeuTens). [llocrne nonyveHus coobLUeHMs WM NPOBEPKU 3MEKTPOHHOW UucpoBON noanucu
npou3BoauTCca aBToMaTuyeckoe pobaBreHwe agpeca oTnpaBuTens U ero ceptudukata B CNMUCOK

KOHTaKTOB.
Ons koHTpons pobaBneHus BbIMONHWUTE cregyowme Aencteus. OTKpoWTe nonyyYeHHoe

nognucaHHoe nuUcbMo. HaxmuTe KHOMKy Bl npu3Hak noanucaHHoro coobueHus. Haxmute

MpocmoTtpeTb cepTUdUKaThbl, [lo06aBUTL B CMNCOK KOHTaKTOB.

MpocwmoTp cepTHOMKATOE @

Moanucn
Beiepure "CepTudnkar nognuck’”, utobel ‘
NPOCMOTPETE CEPTHGUKAT, HCMOAL3Y it gna
NOANKCH A3HHETo CooBLUEHnA,

CepTudunkat nognuch... |

Wugposarue

CooBuuenue He Brina satundiposaro. Corrabnear it posars

Mpeanouterna oTNpaEnTens

Pexomengy @ anropuTa LWngp : GOST 28147 -89 (256- bit)

e L T T o somp———
NPOCMOTRETS CEpTHIKAT, PEKOMEHIYEMBIi

ANS WIMGPOBaHIA CODBLLEHNI DTNpaBHTENHO.

Haxenmute knonky " AoBaenTe B CNMCOK ‘ [l0BABUTE B CIMCOK KOHTAKTOE
KOHTEKTOB", UTOBEI COXPAHNTE NPEANONTEHNA el
LUMPPOBAHNA OTMIPABMTENS B KOHTAKTAX

Windows.

ok | [ omen

Mocne yvero nosiButcsa coobueHne: «CepTudmkaT otnpasutens 6oin gobaBrneH BO BCe KOHTaKThI, B

KOTOPbIX ObIST BCTPEYEH €ro arekTpoHHbIN agpec. (Ecnv Taknx KOHTaKTOB He ObINo, 6bin co3aaH HOBbIN)»
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OTtnpaBKa WKUdpPOBaHHbIX COOGLLEHUN

[Ons cospgaHusa u OoTnpaBkn noarnMcaHHoOro COOBLLEHNA HaXMUTe KHOMKY Cos3paTb noytoBoO€e

Cozgate nouToEOE CODBLLEHNE ||+

cooOweHue.l

Bbibepute nonyvatensa coobueHus (none Komy) n BeBegute Temy cooblieHus. Ecnu nucbmo

. (]
GyOeT cofepxaTtb HekoTopble dainbl, 4oGaBbTe UX B NMUCbMO, UCTIONb3Yst KHOMKY anernwrb. Ons

oTnpaBkM COOOLIeHNS B 3aWM(POBAaHHOM BWAE HaXMUTE KHOMKY MeHilo CepBMUC, OTMeTbTe

3awudpoBatb. Vinn BbigenuTe NyHKT MEHIO 3aI.IJM(prBaTb.E

L eest == s

AR - ;

&= Kowmy: — 3anpocHTe YEEAOMIEHNE O NPCHTEHHM
7 corptest < corptest)
Korum ] MposepuTs unena Cirl+K
Beibpats nonydareneii..
Tema: test
—_—— KowTakrsl Windows... Ctrl+Shift~C ¢
B. : I’
RO £ READMEHTM { Kanengaps Windows Ctrl+ Shift+L
Arial = E Jawndposars =
Uudbposan nogmucs
test 3anpocuTs Be30nacHoe yEEAOMACHHE

LWndpoeanue coobLLerna,

I OtnpasuTs |

Mocne Toro, kak coobLieHne NoAroTOBMNEHO K OoTnpaBke, HAXXMUTE KHOMKY OTﬂpaBVITb.

I'Ip|/| nonbITKe 3aLLII/I(*)pOBaTb NMMCbMO Ha OTKPbLITOM KIlto4e BriageribLia OTo3BaHHOIo CepTMd)I/IKaTa,

nosABUTCA crnepywulee npenynpexaneHme.

MpepocTepexenmne cucTemel BesonacHocTn

l  Ceprudmkat WndposaHua ANA A3HHON yHETHOW
33MMCK OTO3EaH,

MNonyunTs nomowes o coobulects

lNMpoBepka cepTudmnKaTa Ha OT3bIB

[lna KOHTpoNsa NpoBepKn CepTUdUKATOB Ha OT3bIB BbIMNOMHUTE criegyowme gencrens. OTKponTe

nosily4eHHoe noanncaHHoe NMCbMo. Haxxmmnte KHOMKy P" — NpPU3HaK noanncaHHoro coobLeHus.

A ecnu oTKpbiBLIEeCA OKHO nogobHo cnepytowemy, To COC He yctaHoBneH nunbo cpok ero
penctenst uctek. O6HoBuTe COC, XpaHAWMACSA B JIOKaNbHOM CMpaBOYHMKE cepTudmkaToB, C

ncnonb3oBaHMeM OOCTYNMHbIX CpencTB. Ecnu okHO ocTanochb NPEXHUM, TO CepTI/ICbMKaT He Oblf 0TO3BaH.
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=

=
OBuwe | NoppoBHo | Besonacroct

Lindposas neanucs

Moanucano: [corptest@cryptopro.ru

COAEPXUMOE HE HIMEHEHO: fa
Moanice aocToepHa: la
3Janpoc GesonacHoro yseaoMAEHNs: Her
TpoBepka oTsbiea cepTudukara: fa

Cocroarme oTssiea: [Ceprndnkar ne Beun oroasan, win I3
e yaanoce nomyunTs M
rihopmauio o6 orasise atoro

MeTka BesonacHocTn:

CoAepsaHiE N BACKEHIR SBLINGPOBAHE Her
AnropuTha i posas: A
Opocworp cepguraro... | [ Aenonnwrensiisie coeactins...

Ecnn xxe COC obHoBMeH, a NCbMO NOAMUCAHO OTO3BaHHbLIM CepTUdMKaTOM, TO MPU HaxXaTun

k.|
KHOMKN nosABUTCA crnefyruiee OKHO!

959 (===

Uwdpoean nognnce

Meanwcano: |movchan@cryptopro.ru

CoAep#MMOE HE M3MEHEHD! Juk]
Meanwce gocToBepHa: JuF]
3anpoc BesonacHoro yBeioMAEHNS: fa
Mpoeepka otaeiea cepTudmkaTa: fa

CocTonHue oT3biBa: 3ToT ceprrdmkar Bown oTossan| Ea:

MeTka GesonacHocT: -
Wndposarue
&
Coagy WEs sawmdgp 4 Het
Anroputm wWndpoeaHua: H/a
OpocmoTp ceprudmkarce.., ] ’ JononHuTensHele CBEAEHMUA..,
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NCNOJIb3OBAHUE KPUNTOMPO CSP B WINDOWS LIVE MAIL

Mcnonb3oBaHne cpeacTte kpunrtorpadmyeckon sawmtel B Windows Live Mail gns knueHTa BO

MHOIromMm coBnagaeT C ncnoJjib3oBaHnem B Opyrux rnoyYToBbIX NporpaMmmax.

Kondwmrypaumsa Windows Live Mail

Bbibepute nyHKT MeHo CepBuUcC, YUeTHble 3anucu.

Cnpaska no GesonacHoctn ™ ’
WnpposanHee cooblweHns

310 Coofyse SaUMDpOSAHD OTMpagsITEnem

Mpesome,

BbibepuTe cBOIO y4eTHyt0 3anuch, HaxxMuTe Ha CBoncTBa. Haxxmnte Ha 3aknagky BesonacHocTb.

x

Dﬁu.mel CepBepblI Mogkniouetwe  BesonacHocTs |ﬂ0n0nHv1Tean0

CEpTMOUKET NogncH

BeiGepuTe cepTiduraT nogrivck. Tem camsin GygeT sagaHo
LWMEpO0B0E YIOCTOSEPEHNE, KOTopoe GY ST NCNONbS0BATHCR
NPW NOANMCEIEaHIKM COOBLWEHWA C 3TOM YYETHOM 3aMNCHI0.

Cepmudukart: I??’??

MNapameTpel WinpposaHUA

BbiSepiTe cEpTMOMKAT 1 &MTOPUTM LWWPPOBEHWE. 3T AaHHEIS
BKMIOYSITCA B COOBLUIEHNA C LIIPPOBOA MOAMMCEID C TEM,
yTob! MK MOTT BOCNONE30BETECA NOMYYETENM MK
OTNPEEKE BaM WNDPOBSHHEI COOGLLEHIRA.

CepmipuKaT: I???T Brifipats. . |
Anropuama: GOST 2814785 ¢

CK | CmaeHa MputerHTE I

Bbibepute nuyHble cepTUdUKaTbl, COOTBETCTBYHOLME Klo4aM MoanucM U LndpoBaHus,
ncnonb3ys KHomnky Bei6patb. OToGpaxkaeMblii Avanor No3BonseT nofb3oBaTenio yka3aTb CBOM NUYHbIE
cepTUdUKaTbl, KOTopble GyOyT MCMONb30BaTbCsA MPU BbIGOPE INMYHLIX KhYel nonb3oBaTensa ans

dopMUPOBaAHUSA SMEKTPOHHOW LMAPOBOM NoanNMCU U paclumdpoBKU BxoadLmx coobuieHun. Kak yxe
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Obinno oTMeYeHO paHee, B Auanore Bbibopa cepTudukaTa OTOOpaxatTcsl TONbKO CcepTudukaThl,

MMeloLLIMe COBMaaaloLLnii aapec aNeKTPOHHOM MoYThl U paspelleHHble AN 3alUTbl ANEKTPOHHON NOYTHI.

Bbibepute nyHKT meHio MapameTpbl 6e3omacHOCTU, HaXxmuTe Ha 3aknagky BesonacHocTb. B
oTobpaxaemMoM [uanore MOXHO BKMNouMTbL pexumbl LudpoBatb coaepxumoe U BROXEHUA
ucxoaswmx coobweHun u MoanucbiBaTb BCe OTNpaBrisieMble COOOLWEHWA ans Toro, 4Tobbl
wudpoBaHMe W 3NEKTPOHHas LMdpoBas MOAMNUCH BbIMNOMHANNCE aBTOMAaTUYECKUM [ANS  KaXaoro
coobueHuns. Ecnn 3T pexumsl He BKIHOYEHbI, ONUMU LWNGPOBAHNS U MOANUCU HY)XHO OyAeT BKMo4aTb
ONS KaXkgoro oTnpaBnsemMoro coobLeHus.

x
| |

MapamaTosl | Hagexrisie ampasTen
3eBnoxnposariisie ompasnTen | Mexmrmpomiie racTRolen | P BesonacHocTs

JawuTa ot BUpYCOB
. BifiepuTe s0Hy GesonacHocT Ang ofiospesaTens Intemet Explarer:
&' " s0ma WreprieTa (BesonacHocTs HAXe, Ho BOSMOXHOCTER Bonblue)

{* 50Ha orpankeeHHsD CalTos (BesonacHocTs Boilue)

¥ Tpenynpexaats, € MPANOKEHVR NBITAIOTCR OTIPEBIATS NHCEMO 0T
MOErQ MMEHH.

¥ He paspeiiaTs coxpaHsHis N1 OTKPEITAS BROKESHUA, KOTODLIS
MOryT COREPXETL BUDYCHL.

3arpyska wsoBpaxeHii

[V EnowiposaTs us0Bpaxenia 1 ADYTOS BHELIHEE COMEDXMMOS
8 cooBuleHmmx 5 popmaTe HTML

¥ MokassBaTs M30BpEKEHIR I BHELIHEE COABPXMMOS, OTPEENSHHOS C SAPECcos
3NEKTPOHHOR NOYTS! M3 CMIMCKA HAAEXHBIX OTNPaBUTENEH.

Besonactas nosta

o Lsoposbie yaocTosepenis (o Thi} —aT0
3 CreLMETHbIE AOKYMENTE, ABOLUE BOSMOXHOCTS
NOATEEMKASHIR NMIHOCTH NONE3OBATENR MM

ofiMere BaHHBIMA

e |

Urolbl CTABNTE LMPDOBYI0 NOATHCE NO4.
COOGULEHNAMM MM NOMY-ETS WHHPOBAHHBIE TMonyunTs cepdiniar...
cooBuienns, y Bac fomkeH GbiTo CEpTAMKET.

I Wndposats coaepxiMos 1 BNOXEHHA BCEX MCHOARWLIN COOBLLEHIA

™ Moanuesisams sce omMpaBNREMsIe COOBILEHIAR T |

0K Overa

=]

MIEHITE

HaxmuTte [JlononHUTENbLHO.

Bcerpa wudpoBatb ana cebs npu otnpaBke WU(PPOBAHHON MOYTbIl. YCTaHOBKA pexuma

BKITIOYEHUS] JaeT BO3MOXHOCTb OTMNPaBUTENIO0 PacluMpOBLIBaTb OTMPaBMEHHbIE UM COOBLLEHNS.

JobGaBnate Moe uucpoBoe yAoOCTOBEpeHME Npu OTNpaBKe COOOLWEeHUM C NOANUCHLIO.
YcTaHoBKa 3TOro pexuma aBToMaTuyecku byaet nobaBnsaTb cepTudukaT OTNPaBUTENs KO BCEM
coobuleHusaAM. JTOT pexuMm Mo3BOoMsieT NPou3BoAUTb OOMeH cepTudukaTamu C MCMNONb30BaHMEM
NOANUCAHHOIO COOBLLEHUS, a 3aTeM WCMOMb30BaTb MOSyYEHHbIE CepTUdUKATbLI NS NOCneayoLero

LWndpoBaHMsa cOOBLLEeHUA Mexay aapecaTtaMu.

KogupoBatb coobweHuss nepen noanucbiBaHueMm (Henpo3payHas noanuck). [lpu
BKITHOYEHHOM pexume noanuck chopMmpyeTcs B BUAE OOHOro OTAENbHOro BOXEHUS ANs cOoOLweHuns.
Ecnu pexum BbIKMIOYEH - TEKCT COOOLLEHWs U BCE BIOXEHUS O0beauHSAITCA B edvHOoe Lenoe u
KOAMPYIOTCSA B COOTBETCTBUM C NpaBunaMmn koguposaHnst BASEG4, nocne yero pesynbtaTt kKogMpoBaHMWs

noanmcbiBaeTcA.
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ABTOMaTMYeCKn [06aBNATbL cepTuUdUKaTbl oTNnpaBuTenen B KOHTakTbl Windows Live. MNpu
BKITIOYEHHOM pexume cepTudukaTbl, NepedaBaeMble B COCTaBe MNOAMMCAHHOIO cooblieHus, OyayT
aBTOMaTU4YeCKM J00aBNATHCSA B KOHTAKTLI.

x|

LnepposatHkie coobueHnA

fl_ MpemynpexaaTs Npy CTOMKOCTH LWMPPOEaHMA COOBLLEHMIA MEHBLE:
& =

¥ Boerma wibposams AnA ceBA npu oTNPAEKE WWBPOBAHHON NoYTs!

Coofluerna ¢ WPPoBoit NoanmckEo

) v [pfzBnATe MOE LMPPOEDE ¥ ADCTOEEPEHWE NPM OTNPEEKE
—‘g Co0GILEHMA C NoAMMCHIo
u KomiposaTte coobuleHA Nepel NOAMCEIBEHWEM (HenpospayHan
nognvck)
v ABTOMETMHECKM 0GEENATE CEpTMRMKETR OTNPEENTENER B
roHTarTel Windows Live.
lpoBepKa 0T3LIBa CEPTUDUKETOB

MpoBepATs, He GbiNM MW 0TOSBAHE! LMDPOELIE YOOCTOBEPEHIUA

g TonbKo HEXDAACE B CETH

~ Huwor 23 He MposepATs

oK I CmieHa

OTnpaBKa NogNMCaHHbIX COOOLEeHNIN

[ins co3fannsa 1 oTNpaBKW NOANMCAHHOTO COOBLLEHNS HaxmuTe kHomnky Cospatb, oo~

Bbibepute nonydyatens coobuweHus (none Komy) n BBeaute Temy coobuieHusa. Ecrnv nucbmo

GyaeT codepxaTtb HEeKoTopble daiinbl, 4o6aBbTe MX B MUCbLMO, UCMONb3YsA KHOMKY BRoXuTh. Bacons

Ons oTnpaBku coobLEeHUA B MOAMUCAHHOM BUAE HaXMUTE KHOMKY MeHio CepBUC, OTMETbTE

Mognucate

LUucpoBas nognuck. Vinu Beigenute nyHKT meHio MNoanucath.

|7 Hesoe coobuuetne

ERT - B |
TMpasorwcare. .. F7 » = @-

Mognucats pposars Broskus =
MposepiTE MMEHa Ciri+k
(13 Kouy: BT KoHTT .
(13 Konws: BasorTs ’
(1} Crperran xonws: 3EMPOCHTE YSEAOMNEHIE O NPOHTERN
. Sawm BaTh 8
Tenz: hpo CRPEITE KSRV 1 CKPEITYIS KOMIR
[T ee————
A Dopriar,| W AsSomrs Gororpedin | b e
@ Enkr Calibi- 12+ ¥ K U A~ o vV E-E- - A

OrnpaeuTe
Mocne Toro, Kak coobLeHne NoAroTOBMAEHO K OTMpaBKe, HaXXMUTe KHonKy OTnpaBuTb.

Ecnn CepTI/I(*)I/IKaT, C NOMOLLbO KOTOpOro noanumcaHo coobuleHne, Gbin 0TO3BaH, TO MOSABUTCS

cnepywollee npeaynpexaeHue, a camo cooblieHne He ByaeT oTnpasneHo.
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MpeaynpeskieHne CHCTEMBI BEIONACHOCTH

CepmibnKkaT anA 4aHHOA YYETHOA SaNMCK 0To3EaH

Mporpamma MouTa Windows Live Halwna npaswnsHBIA

CEDTHCPHKET Ha KOMMBOTEPE. Mcnonezoeats ero NpK OTNpasKe
C 3TOIA Y4ETHOR 3AMWCK NMOYTEI, NOQMCEHHONA LWMPposoi

AnAmanen?

CmpasnTs, He NoANMCLISSR | [ CrmaeHa

Mony4yeHue cepTudukaTa OTKpPbLITOro KnrYa aboHeHTa Ansa WuUpoBaHUA COOOLLEHUN

Ons wudpoBaHusa cooblieHnn B agpec Apyrux norb3oBarternen Heobxoanmo npeaBapuTeNnbHO
npoms3Bectn ob6bmeH cepTudukatamu. [Ona 3T1oro 0b6bIMHO OOCTAaTOMHO nepecnaTb MNOANUCaHHOE
coobueHne B agpec Tpebyemoro aboHeHTa (coobuleHne nocbinaeTcs BMecTe C cepTudmkaTom
otnpaeuTens). [llocrne nonyveHus coobLUEHMs W NPOBEPKU 3MEKTPOHHOW UucppoBON noanucu
Npon3BOAMTCSA aBTOMaTu4eckoe AoOaBneHMe agpeca OTMpaBuTENs M ero ceptuduvkarta B agpecHyto

KHUTY.

Ecnn CepTM(bI/IKaT, C NOMOLLbKO KOTOpOro noannmcaHo coobuleHne, Gbin 0TO3BaH, TO MOSABUTCS

cnenytollee npegynpexmneHue:

1
[

ghjkgh
®aiin Mpsera Bua Cepewc Jeiicrams  Crpasxa

HoBaeuTh & KaNEHAZPL Yaanwe HexenatensHag nowra Mesame Mpeabigyiiee Cheaywiuee - @8-

Wean
ivan@cryptopro.nu
ghjkgh

@, Moanucaso - sToT ceprndukat orosean

WmetoTca naxHoro coobueHns
IpoBepbTE BhiAeNeHHLIE NYHKTHI M3 CIEAYIONIErO CIIMCKA

CCPDK.)U.LEHHE He BCKpbiBanocCh NpH nomoin

Bot AOBepRETE 3TOM E’JTHl‘bHWB' noanwucH

CepTudbMKaT He NPOCpoYeH

r'\.Cl,DECR INeKTPOHHOM NOYTLI OTNPaBHTENA U EE‘L}TIE(‘]HH&TG cosnagarT

Hukakux wHbiX npobnem c cepTHdukaTom He oGHapyXeHo

H bonsle He 3aaBaTh 3T0T BOMPOC 0 [JAHHOM COobILeH.

BuiBecTi capriidnkar WameHuTe npasina gosepus

Ona «koHTpons pob6aBneHus BbINOMHWUTE cneywowme aencteus. OTKponTe nonyvyeHHoe
nognucaHHoe nucbMo. Haxmute KHONKy Bl - npu3HaK noanuMcaHHoro coobuweHusa. Haxmute

MpocmoTtpeTb cepTUdUKaTbl, [l06aBUTL B CNUCOK KOHTAKTOB.
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Cosgars =

Henpesmrarisie co
HEHpDNMTEHHb\E co

Hempoummartie se

Cryptopra (corpte:
Bxcaawme
Ueproenin
Ompaenennsie
Hewenarenenas noy

¥aaneHHee

Wicxoaswime

[JoBasnTs y4eTHyHo 3an

! Moura

Kanenaape

B &

| Keonrakrs:

Beb-kanant:

Oreernte

BhlCTpbie NpeacTas.

VB8 E

Tpynnst HOBOCTEH

CooBitiennii: 1, be np

Oreewtbecem  [Mepecnars  JoBasuteskanengeps  Yganume » - EB- @ Bxoa
test 03
[ st
I Do manie: ‘"_'I'anpn ¥aanuTe HexenateneHas nouta »
te 'Oﬁumal Ceenermn  BesonacHocT |
p Linpponas Nogics =
J Moamicara: komtest@enmtanma,
y X
(B Conepmuimon so v Ml e ] = n
Mognues, aocTosspHa Moaen J
Zanpoc Besonackore yeegomn  HEXavMTe iHonky "CepTidnkaT nogieu’, CepTHomcaT NORMEH. .
4700b! NPOCMOTPETS CERTUGMICAT, i
TlpoBEpKa 0TSHIEE WPPOSOre {  MGRONESFEMBIR AR NOATMGH AAHHOTD NacHOCTKU
Coc COoBLEHME
TORHIME 0TIbIEE, iﬂ\g! Unpposarie noonuce
DLiT CooBuewie we Guino saum@posane u
ANACH.
y:ﬁ‘r;?amwm CERTHEHRAT WHFHOEEHAA, .
& Mpeanouteriia oTpasuTens HOCTL COOGLLLEHMF! )
Wagposarie PeroMenayerbiil anropuTM WHGPoBaHIR i r M 4TO ero TEeKCT He
Ce " W NOANKCAaHHOW NOYTEL
OJEPXZHIE M BNOXERMA SN (o kromy ‘Copaiar e Jil
ArropuT LHPpoSARIA: GMpaBMTENE ", ¥ToBk| NPOCMOTDETE. —I L
i 3k - 5 AR Hitl D230MacHOCTI,
WMPPOBAHIA COOBLIEHIR OTpAB TR
MpocMoTpeTs CepMBHKaTs., 0 npedynpexiedua
MPEANDHTEANA WHPPOSEHHA OTIRASHTENA &
konTakTax Windows Live
OK OmvieHa
el I _'l_l
PaBora s cern @

Mocne yvero nosiButcsa coobueHne: «CepTudmkaT otnpasutens 6oin gobaBneH Bo BCe KOHTaKThI, B

KOTOPbIX ObIST BCTPEYEH €ro arekTpoHHbIN agpec. (Ecnv Takmx KOHTaAKTOB He ObIno, Obin co3aaH HOBbIN)»

OTtnpaBKka WKUdpPOoBaHHbIX COOOLLEHUN

[nsa co3gaHusa 1 oTNpaBkM NoanMcaHHOro coobLeHns HaxmuTe kHomnky CosaaTh.

Cozgate | =

Bbibepute nonyyatens coobuweHusa (none Komy) n BBeaute Temy coobuieHus. Ecnv nucbmo

OyneT codepkaTb HekoTopble chaiinbl, 4o6aBbTe UX B MUCbMO, UCMONb3Yst KHOMKY BRNoXuThb.

Ona oTnpaBkM coobLEHNs B 3aWMPOBAaHHOM BWAE HaXKMWUTE KHOMKY MeHio CepBMC, OTMETbTE

3awmdpoBaTtb. Vinu BbigenuTe NyHKT MeHto 3awmcppoBaTthb.

3awmdpoeate
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| 7 Hosoe coobBuyenne

©ain  [paska Bug  Bcraska  Gopmat Cnpaska |

Megnucars 3awnpposats AR i Broxute » B~ -Ze"
TpoBepHTE MMEHS Cirl+K
13} Kony: BLIGRETE KOHTEKT B

[} Konus: BamrocTs :

{] CrpeiTas konus: S&NpocHTE YBEAOMNEHIE O NMPOYTEHN

. v Saumbposate -
Tema: CKpBITE KOS W CKPBITYHD KoMK

Liudposan noanics

s Gopuar | gl Jotaeute poTorpadun SanpockTE GE3oNacHos YES AGM RS

8~ Bnamk~ Calbrir 12~ W K U A~ =] NoiEs E S B

OTtnpaenTe
Mocne Toro, kak coobLeHne NoAroTOBMEHO K OTNpaBKe, HaXXMUTE KHONKy OTnpaBUTb.

I'Ip|/| nonbITKe 3aLLII/I(*)pOBaTb NMMCbMO Ha OTKPbITOM KIlto4e BliageribLia OTo3BaHHOIo cepTMd)leaTa,

nosABUTCA crnepywulee npenynpexaneHme.

P

Mpegynpesgenne cMcTeMEl BE3onacHoCTH

CEepTMRMKET WWPPOEEHMA ANA AaHHDH yueTHOMR
I % 3anMcK OTOSBEH.

MpoBepka cepTuuMKaTa Ha OT3bIB

[na koHTponsa npoBepkn cepTUdUKATOB Ha OT3bIB BbINOMHUTE criegyolime aencreus. OTKporTe
nonyYeHHoe noanucaHHoe nucbMo. Haxmute kHonky B — npusHak nognucaHHoro coobueus. Ecnu
OTKpbIBLLUEECS OKHO nopgobHo cnepytowemy, To COC He ycTaHoBneH nubo Cpok ero AenCTBUS UCTEK.
O6HoBuTe COC, xpaHsLLMNCcs B NIOKanbsHOM ClpaBOYHMKE CepTUAUKATOB, C UCMOMb30BaHUEM AOCTYMHbIX

cpeactB. Ecnu nocne obHoBneHns COC OkHO ocTanock NPeXHUM, To cepTudmkaTt He ObliT 0TO3BaH.
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x|
Dﬁu.mel CoegcHua  BesonacHocTs |

Lispposar nognice
lNogrcaHo: korptest@cwp‘tcpm.m

ComepxiMoe He NSMEHEHD pi]
Mognwce aocToBepHa s
3anpoc Ge30MacHOM0 YESA0MNEHUA; Het
MpoBepka 0TsLIES LMEPOBOro CEPTUGIKATE =

CocToAHWe 0TSbIBE:

Memxa
Ges0nacHocTH:
IuepposaHue
Consp¥aHie M BNOKEHWA SaMBPOBEHSI: Het
ANropuTM WMepoBaHMa HA

lpocMoTpeTs CEpTURNKETS!. |

omes

Ecnu npoBepka cepTUdMKaTOB He Gbinia BKIoYeHa, TO OKHO GyAeT creayrowmnm:

asdfasf @
BesonacHocTs

Lineposan nogmvce

Mogrmcano: fvan@cnyptopro.u
Cofgpximoe He nSMeHEHD: [a
MNopnmce pocTosepHa: [a
Janpoc Ge30MacHoro YBE40MISHWA: Het
Mposepia 0T36IE3 LMPPOBOTD CEPTUBMKATS: Het
CocTosHue oTsbiBa:

fbINa OTKIHOYEHE.

il
MeTra I
GEe30NacHOCTH:
WnepposaHue

Cogepkanie 1 BNOKSHWA 3ELNBPOSaHS! Her
ANropuTM WNPPOBEHIA: H/A

[ﬂpocmo‘rpe‘rb CEPTUPRHKETDL...

[ OK ][ Omeqa ]

Ecnn xe COC o6HOBMEH, a NMCbMO MOAMUCAHO OTO3BaHHbIM CEPTUMUKATOM, TO MPU HaXaTuu

kHonku [ nosiBuTcs cnepytoLee okHo:
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asdfasf @

BesonacHocTe

Lappoean nogrmce
Momrmearo: jvan @cryptopro ru
CogspwiMos He M3MEHSHD: Oa
MNoanucs AoCTOEEPHA: Oa
3Janpoc Ges0nacHOro YBEAOMNEHWR: Het
MpoBEpKa OT3EIEa LMBPOEOro CEPTURUKATA: Oa
CocToRHME OTSEIBE.  IroT CEPTMDMKET GeiN 0TOZEEH -
=
MeTia o5
Ge30nNacHoCTH:
neppoBaHre
Cogepxanie 1 BNOXEHIA 38WMEDOBaHS!: Het
AnropuT WKMBPoOBaHWA: H/a
lMpocMoTpETE CEPTURMKETE. ..
0K ] ’ OmvenHa
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NCMNOJIb3OBAHUE KPUMNTOIMPO CSP B OUTLOOK 2000

Mcnonb3oBaHne cpefctB KpunTtorpaduyeckon 3awmutel B Outlook 2000 ans knveHTa BO MHOTOM
coBnagaert ¢ ucnonb3oBaHnem B Outlook Express.

OcobeHHOCTAMKU Ucnonb3oBaHUa nouytoBon nporpammbl Outlook 2000 u cepsepa Exchange
ABNAOTCS:

1. Mpwn ncnonesosaHmum Outlook 2000 pekomeHayeTcs ycTaHoBUTL Habop mcnpasneHun Office

2000 SR-1a, (http://office.microsoft.com/ru-ru/officeupdate/CD010225951049.aspx) KOTOPbLIN NO3BONSAET

KOPPEKTHO:

- obpabatbiBaTth koampoBkm KOI8, Win1251 B nognucaHHbIX coobuieHusax (6e3 aToro koanpoBska

pormkHa 6b1Te UTF-8);

- obpabaTbiBaTb OWMOKY HEBO3MOXHOCTU LUMPOBAHUSA COOOLLEHNST C MCMONb30BaHMEM

nony4atens u3 rnobansbHOro crnncka agpecos cepeepa Exchange.

2. Bepcusa Outlook, Bxogsawasa B coctaB Office 2000, yctaHaBnuBaemas OUCTPUOYTUBOM, He
obpabaTbiBaeT CMMCKM OTO3BaHHbIX cepTudukatoB. [ns ycTpaHeHus 3STOW OwWwubKku Heobxoammo
nobaBuTb cnegyroLnn KITto4 B peecTpe Windows:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\{7801ebd0-cf4b-11d0-851f-
0060979387ea} n B 3TOM Ktove fobaBnTb 3HaveHue PolicyFlags co sHavyeHnem 0x00010000.

3. KpuntonpoBangep Kpuntollpo CSP noppepxumBaet Ttonbko dopmat S/MIME 3awmiieHHbIX
MoYTOBbIX COOOLLEHUA, M NOSTOMY B HacTpolkax cepBepa Exchange pomkHa cToaTb onuus

ucnonb3oBaHusa dopmata MIME v paspelueHns MapLipyTusaumm 3awmieHHbIX coobeHmn S/IMIME.

4. Kpuntonposarngep Kpuntollpo CSP He noppepxuBaetr paboty KMS cepepa Exchange wu
XpaHeHUs1 CepTMdUKATOB OTKPbITbIX KItoden B rnobanbHOM agpecHow kHure. [osToMy Onsi co3gaHus

CepTMdUKATOB OTKPLITLIX KMOYEN A0SPKEH NCMOSb30BaThbCA BHELLHWI LLEHTP cepTudmKaLmm.

5. Ins xpaHeHus cepTMdUKATOB OTKPbITbIX KItoder abOHEHTOB WMCMONb3YWTE JOKaNbHYK Wx

obLwyto (kopnopaTusHyto) nanky KoHTakTbl.

KoHdmrypauma Outlook 2000

Bbibepute nyHkT meHio CepBuc, lMapameTpbl... 1 HaXMuUTe Ha 3aknagky BbesonacHocTb.

Haxmunte kHonky U3MeHUTb HaCTPOMKM....
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MEZMEHEHHE HACT POHKKY DEZ0NACHOCTH 7] x|

HacTpokka BesonacHOCTH

FMA KOHBHE Y DELMH: | ,LEOST

L Lol

DopMaT ConbWEeHHA: |5,|'MIME

[ Haw 1 pufirg GesuniduHu. 1A 10 ymusiaHni 4 30 dupmda

¥ HacTpodika no yMon4anni AnA soes coofiueHns

CoznaTe ¥ AanHTE | [Mapons. .. |

CepTHHHKATE! M ANFOpHTME!

CepTHbHKST NOANHCH: I il Bribpate. ..

ANrOpHTH %EWMPOEAHHSA! IGOST R 34,11-94 (256—bit:j

I

CepTHdikKkaT I.IJHdeDBaHMﬂ:I mail BeiBpate...

AroprTi wibpoEaHnA:  |GOST 28147-89 (256-bit) ¥ |

W MNepesaBaTh CEpTHBMKATEI C CODGILEHHEM

QK I OTHEHE

Bbibepute nuyHble cepTuduUKaTbl, COOTBETCTBYHOLUME KIoYaM MOAMMCUM U LWMpPOBaHUS,
ucnonb3ysa kHornky BeibpaTtb. OTobpaxaembli Ananor No3BOMNsET Nonb3oBaTento ykaszaTb CBOM NMUYHbIE
cepTudukatbl, koTopble 6yayT ucnonb3oBaTbCA NpM BbIGOpE NUYHBLIX KrYen nonb3oBaTens Ang
dopMUPOBaAHUSA ANEKTPOHHON LIMGPOBOM NOAMUCU U pacLUMpOoBaHUSA BXOOAWMX coobLueHun. Kak yxe
Obino oTMeYeHO paHee, B Auanore Bblibopa cepTudumkaTa OTOOpaxatTcsl TONbKO cepTudukaThl,

uMetoLne cosnagaroLmmn agpec SJ'IeKTpOHHOIZ NOYThI N pa3peLlleHHble ONnA 3allnThbl 3]'IeKTpOHHOIZ NOYThI.

Bbibepute nyHKT meHio CepBuc, NMapameTpbl... U HAXXMUTE Ha 3aknaaky besonacHocTb.

HacTpoFkK | MouToERIE CRy Okl I CooblLEHHE I Opdharpadika
BezonacHocTe AononHUTENEHD I MNpeacTagMTENH

Eez0nacHOCTE 3NeKTPOHHOA NOYTEI
[~ WMpoEaTE COASPHHMOE M ENO#EHHA HCXOAALMY CODGULEHHA
[™ Aofiasnate LMAPOEYHD NOANHCE K HCX0AALMM COOGLWEHHAN

I- OTNPAENATE NOAMMCAHHEIE coofleHHA OTEPEITEIM TEKCTOM

BE30MNacHOCTE N0 YMOMHaHHHD: | ¥CTaHoEkk 3/ MIME j

| M3MEHHTE HACTROMKM. ., I

BE30NacHOCTE COAE0HHMara

S0HE! DEF0NACHOCTH NOSE0NAKIT ONPEAEANTE NOPALOK 38MNYCKA CUWEHAPHMEE M 8K THEHOND
COAEP¥MHMOra B coobleHrax HTML, BeiGepuTe soHy fesonacHocTH Inkernet Explorer,

FoHa: I.f WHTEpHET j HacTpoFicH 30HE .. |

BES0NacHOCTE BNOMEHHH. .. |

Linpoekie vaoCToEEpEHHA (CepTHMKATLL)

% LipbpoBeRIE w A0CTOBEPEHHA HIH CEPTHRMKATE! ABNAKTCH A0KYMEHTSMH, KOTOPEIE
@ ofecneyKEaT BE3ONACHOCTE BALMY INEKTRAOHHED: TRAHZEKLMA.

MMIOpT/3KCNOPT YAQCTOBEPEHHA, ., | Mony4YMTE Y AOCTOBEREHHE, ., |

Of | OTHEHS | anMEHHTbl
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B oToGpaxxaemom amanore MoOXHO BKMHOUMTL pexumbl LndpoBaTth cogepkumoe u BRnoxeHUs
ncxoaAalmx coobweHun n flo6aBnAaTb LMPPOBYHO NOANUCH K UCXOAALMM COOOGLUEHUAM ANS TOoro,
YyTOObI WKMGpOBaHME WM INEKTPOHHAS LMcpoBas NOANUCH BbIMOMHSAMUCL aBTOMATUYECKM AN KaXZoro
coobueHns. Ecnu 3T pexumbl He BKIHOYEHbI, ONUMK WKPOBaHMS U NOAMNUCK HY)XHO ByaeT BktoyaTtb

NS KaXKOoro oTnpaBnsgeMoro coobLeHus.

B atom e gmnanore AOMOMHUTENbHO MOXHO YCTaHOBUTL onumio OTnpaBnAaTb NOANUCaHHbIe
COOOLUEHMA OTKPbITbIM TEKCTOM. [1py BKIOYEHHOM pexrme noanucb hopMuUpyeTcs B BUAE OLHOMO
OTAENbHOro BMNOXEHUs1 Anst cooblieHns. Ecnm pexnm BbIKMOYEH - TEKCT COODLLEHMST U BCE BIOXEHMS
00bEeauHATCA B €4AMHOE Lernoe M KoOUpYKTCs B COOTBETCTBMM C NpaBuniaMmu kogupoBaHus BASE64,

nocne 4ero pesynbTat KognpoBaHUA noanncbiBaeTCA.

OTnpaBKa NogNMCaHHbIX COOOLEeHNIN

CozAaTE -
[na cosgaHua M oTnpaBkM NOANUCAHHOTO COOBLLEHNS HaXMUTE KHOMKY Co3patb

unu BoldbepuTe NyHKT MeHo Pann, Co3aatb, CoobLueHue.

Beibepute nonydatens coobueHusa (none Komy) n Beegute Temy coobuieHns. Ecnn nucbmo

OygeTt cogepxaTtb HekoTopble dhainbl, Aob6aBbTe MX B MUCbMO, UCMOSb3Ysi KHOMKY M Bnoxutb. [na

1
OTNPaBKN COOBLUEHUS B MOAMUCAHHOM BUAE HAXMUTE KHOMKY CEAMETRRY ' 11 B oTOBpakaeMoMm auanore

ycTaHoBuTe donar [lo6aButb LUppoBYyO NOANUCH K UCXOASALEMY COOOLEHUIO.

MapaMeTpbl coobileHxs 21|

..
HacTpofika coofweHa  ———————  EEsonacHocTE
Ba%HOCTE! IOE,:,l._"_|E,,;| vl [~ BawHtbpoEaTE COOBUEHHE H ENO¥EHHA!
V¥ J063EHTE UHBPOEYHD NOAMMCE K HEXOAAULEMY COORLLEHHED
[oneTrEa: IOEbMHDe 'I

MapaMeTpel roNOCOEaHHA H OTCNEXHEIHHA

[ KHonkH ronocosaqma; I vI
[” ¥EEAOMMTE O ADCTABKE 3TOMD CODGULEHHA

I- ¥EEAOMHTE O NPOYTEHHK 3Taro CoofleHHa

MapameTpel OTAPaEKH

@ |1 OINPAENATE OTEETEI I BrIi0op MieH, .. |
V¥ Mocne OTMNPAEKH COXPAHATE B! IOTI‘IDaBﬂEHHbIE Qhzop... |

|1 He AocTasnATE A0 I j

[ He AeficTEMTENEHD NoCRE: I vI

EaHTakT=l... ||
FaTeropmu. .. ||

(= OTnpaHTE
Mocne TOro, Kak COO6LL|,eHl4€ noAroToBIIEHO K OTnpaBke, HAXMUTE KHOMKY

OTnpaBuThb.

46



¥ test - CoobuyeHve (RTF) 10| x|

Jgaﬁn Opaera Bua Bcraska dopmar Cepewc JedcTenA Cnpaeka

J OTNPABHTE ‘ = | & @B ‘ hd ‘ e NapareTper... 2

Ky, .. | Isomebndy
Korma. .. | |

Temar |test

J Arial - ¥

[ |
|

something

Ecnu CepTI/Id)I/IKaT, C NMOMOLLbKO KOTOPOro noanncbiBaeTe coobLeHune, bbIn 0TO3BaH, TO B OTBET

nosiBUTCS criegylollee npenynpexneHue:

Microsoft Outlook |

AaHHoe cooblEHHE HEBO3MOXKHO SAWUMTHTE, HCNONE3Y A BEIBREHHYH HACTPORKY BE30NacHOCTH, Bo3MOMHO aApec BaLER 3NekTpoOHHOA
NOYTEl HE COBN3AIET C AAPECOM CERTHIMIATE, NHED BOSHHKNH APYIHE TPYAHOCTH C CEPTHEMIKATOM, MOCNATE HESAWHWLEHHDE
confLLEHHET?

Mony4yeHue cepTudUKaTa OTKPLITOro Knroya aboHeHTa Ansa WngpoBaHUA COOBLLEHUN

[na wndposBaHna cooblleHnin B agpec Apyrux rnonb3osartenent Heobxoaumo npeasapuUTensHO
npousBectn obMeH cepTudukaTamn. [Ons 3Toro 0ObIMHO [OCTATOMHO Mepecnatb MNoAnMcaHHoe
coobuieHne B agpec Tpebyemoro aboHeHTa (coobLieHWe mnocbinaeTcd BMecTe C cepTudukaTom
otnpaeuTens). [locrne nonyvyeHus CcooOLLEeHMs UM NPOBEPKN SMNEKTPOHHOW LMGPOBOMA MNoAnucH
npou3BoauTCA aBToMaTuyeckoe gobasreHne agpeca OTNpaBUTENS M ero ceptudukaTa B agpecHyHo

KHUTY.

Ona «koHTpons pobaeneHusi BbiNONMHUTE cneaywowme paencteus. OTKponTe MnonydeHHoe
noanncaHHoe MNMCbMO. YCTAHOBUTE KYpCOp Ha afpec OTMNpaBUTENS W, HaXaB MPaByH KHOMKY MbILUW,
Bolbepute nyHKT [dob6aBuTbL K KOHTakTam. B oTobpaxaemMom auanore HaxXMuUTe Ha 3aknagky
CepTtudukatbl 1 ybeautecob B Hanuuum ceptudukara oTnpaBuTens.

EE Mailtest - KoHTakT =]

Jgaﬁn Opaera Bwa Bcraeka dopMar Cepeuc AeACTEBMA Cnpaeka |
J nCoxpaHnTbn3aKpgTb | % @ | w @ @ -

Ofwwme I MNoapoBHOCTH I JAeACTEHA I CepTHdHEaTE I Bce nona I

*~ - ¥ -

MpH OTNREBKE A&HHOMY KOHTAKTY WHHPOESHHOMD cooflleHHa By AT MENONB30BATEER OAHH
H3 3THX CEPTHEMKATOE, Bbl MOMETE NONYYHTE CEPTHIHKAT, NOMYYas cooblEHHE
UHPOBOH NDAMKEEHD OT ASHHOMD KOHTEKTA MAM MMNORTHRYA Bro qiain cepTHDHKaTOR.

CEOMCTEA.. .
[T O AU AR

MMnopT...

il

¥ AanHTE
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Mocne aTtoro Haxmute Ha kKHomKky COXpaHUTb U 3aKpbITb. ECriv aboOHEHT C TakuM agpecom yxe
CYyLLIECTBYET, NporpammMma npeanoxurt, nnbo Ao6aBUTb JaHHbIA KOHTAKT KakK HOBbINA, NTMOO OGHOBUTbL
CyLeCTBYOLWNA KOHTaKT. Bbibepnte nyHKT OOHOBUTH CylleCTBYHOLWMMA KOHTaKT. [lpy 3Tom B
CYLLIECTBYIOLLMIA KOHTAKT OyaeT aobaBneH nosyyeHHbli ceptudumkart. Ecnm KOHTaKT Jo 9TOro coaepxarn

cepTudmkat, HOBbIM cepTUdUKAT CTaHET UCMOSb30BaTLCHA MO YMOMYAHUIO.

OTtnpaBKa WKUdpPOBaHHbIX COOOLLEHUN

CO3AaTE -
Onsa cospgaHns n oTnpasBku LWIMAPPOBAHHOTO COOBLLEHUS HAXXMUTE KHOMKY Cos3patb

unu BoldbepuTe NyHKT MeHo Pann, Co3gatb, CoobLueHue.

Bbibepute nonydatens coobueHus (none Komy) n sBBegnte temy coobuierus. Ecnu nucbmo 6yaet

cofepxaTtb HekoTopble dhannbl, JobaBbTe UX B MUCbMO, UCMOMb3Ysi KHOMKY M Bnoxutb. [1ns otnpasku
MapareTpol, ..

coo0LeHns B 3alncpoBaHHOM BUAE HAXXMUTE KHOMKY 1 B oTOOpaxaeMoMm gunanore

ycTaHoBuTe dnar 3awndpoBaTtb coobLieHne U BnoxeHue. [locne Toro, kak coobLieHne

(= OTnpaHTE
NoAroTOBIEHO K OTNPaBKe, HAXXMUTE KHONKy — = | OTnpaBuUTb.

npl/l nonbITKe SaI.IJI/I(prBaTb NMMCbMO Ha OTKPbITOM Kritoye Bnaaesnbua OTO3BaHHOIo CepTM(bMKaTa
BO3HUMKHET Ta Xe CUTyauund, 4To 1 npu otTnpaBke COo00LLEeHNS, MOAMMCAHHOIO C MOMOLLIbK) 0TO3BaHHOIO

cepTudumkara.

lNMpoBepka cepTudmnKaTa Ha OT3bIB
[nsa koHTpons NpoBepkn cepTUdUKATOB Ha OT3bIB BbINONHUTE cneayouine aencteud. OTkponTe

2
nony4yeHHoe nognmcaHHoe nNnMcbmo. Haxmure KHOMKY — NPU3HaK noanmcaHHoOro coobuieHuns. Ecnn

cepTudukaTt AeACTBUTENbHBIN U He Bbln 0TO3BaH, TO OTKPOETCS OKHO, NOA0BHOEe aToMY:
ECDDELLLEHHB: 1ef

CooBweHme ¢ uMQPOEDHA NOANMCEHD OT!

Chl=mailtest; C=R1; E=mailkesti@cryphopro.ru

' [oanMce: A0CTOBEPHA
Macne NoAnKCH CooAWEHA B0 COAED#HMOE HE MEMEHHNOCE
ZepTHBMKAT HE OTOSESH

CpoK AeHCTEMA cepTHHMKATa He HCTEk

LN AN

CepTHMKET AOCTOBEPEH

V¥ Brerga npeaynpesaats Nepes 0TKPEITHEM COOBLEHHA C HEAOCTOBEPHON NOANMCEHD

MokazaTe cepTHgKKaT. ., | MaMeHHTE A0BEpHE. .. | Ok I
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an/l OTKPbITUM NUCbMa, NoANMMCcaHHOro 0To3BaHHbIM CepTI/I(bI/IKaTOM, noABUTCA crnepyoilee
npenynpexneHune:

| LludpoBan nogNKCcs: HENpaBWABHANA ﬂﬂ

Tema: 1ef
oT! mailtest

I
| Lkthpogan Noankcs & coofilleHHH HEAOMYCTHMA, NOCKONEKY OTCYTCTEYET ADBEQHE K
CERTHOMHKATY B COnRLLLEHHH,

¥ Breraa npeaynpesaate Nepes oTKPLITHEN COOALEHHA € HEAOCTOBEPHOM NOANHCEHD

|I'IOKasaTb EDDELLLEHHEI CEEAEHHA. .. | OTHERS I

Haxmute kHonky CBeaeHuA Ans NpocMoTpa CBeAeHU 0 cepTudukare:

Lndposan no4nKce: HENPaBUALHAA e |

@CDDEL&BHHB: 1ef

CoobieHure C LMGPOEDH NOAMNMCED OT:

Ch=mailtest; C=RL; E=mailtest@cryptopro.r

/By MoAMMce: HeADCTOREDHA

Mocne NoanMcH cooBWweHHs era COAEPHHMOE HE HZMEHHNOCE

v

& CEpTHHKET OTO3EEH

W' Q0K AERCTEMA CEPTHMKETE HE MCTEE
v

CepTHMKET A0CTOBEPEH

[V Breraa npesynpesAaTs NEPes OTKPRITHEN CODGLLEHHRA © HeA0CTOBEPHOR NOAMHMCEH

MokazaTe CepTHHRMKAT. .. | Ok I
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MCNOJIb3OBAHUE KPUMNTOIMNPO CSP B OUTLOOK 2002/2003

OcobeHHOoCTSIMK ncnonb3oBaHWsa novtoson nporpammel Outlook 2002/2003 u cepsepa Exchange
SBNSAOTCSA:

1. Kpuntonpoargep Kpuntollpo CSP nopaepxumBaet Tonbko dopmat S/MIME 3awmiieHHbIX
MoYTOBBIX COOOLLEHU, M MO3TOMY B HacTpoWKax cepBepa Exchange pomkHa cToATb oOnuus

ucnonb3oBaHusa ¢opmata MIME n paspelueHns mapLupyTtusaumm sawmieHHbix coobuieHmnn S/IMIME.

2. Kpuntonpoangep Kpuntollpo CSP He nogpepxuBaet pabdoty KMS cepeepa Exchange un
XpaHeHUs1 CepTMAUKATOB OTKPbITbIX Krtoden B rnobanbHOM agpecHow kHure. [osTtoMy Ons co3gaHus

CepTMdUKATOB OTKPLITLIX KMOYEN A0SDKEH NCNOSb30BaTbCA BHELLHWI LLEHTP cepTudmKaLmm.

3. [Ans xpaHeHus cepTMdUKATOB OTKPbITbIX KItoder abOHEHTOB WMCMONb3YWTE JIOKaNbHYK WU

obLwyto (kopnopaTusHyto) nanky KoHTakThbl.

KoHdwmrypauma Outlook 2002/2003

Bbibepute nyHKT MeHio CepBuc, MapameTpbl... U HaxXmuTe Ha 3aknagky besonacHocTb.

HaxmuTe kHonky MapameTpsbl.

Mame He HHE HAacTpokkM Ge3zonacHoCTM @EJ

HacTpofika BesonacHOCTH
| MA KOHBHMYPaLLHK:
| WeTaHoekH S/MIME (mailtest@cryplopro,ru) j
DopMaT coobueHHA; |S,|'MIME j
¥ HacTpofka BE30NACHOCTH MO YMONYAHKKD ANA 3Toro thopraTa
¥ HacTpofika no ymondadmio AnA Boex coobuieHHi
MeTkH BEZ0NacHOCTH. . | Coz3AaTE | ¥AanTE | |
CEpTHDHMEATE M aNrOpMTHE
CepTHHMEAT NOAMHCH: | BrIGpaTE. . |
CepTHhHEAT WHbpoBaHHA: | BriGpaTe. .
v Mepeaaeate cepTrdmkaTe ¢ coobleHen
Ok | OTHERS

Bbibepute nuyHble cepTudUKaTbl, COOTBETCTBYHOLLME KIO4aM MOAMMCUM U LWIMGPOBaHMS,
ncnonb3ys kHonky Beibpatb. OTobOpakaembln Auanor no3BossieT Nonb3oBaTeNio yka3aTb CBOU NNYHbIE
cepTucukaTbl, KoTopble OyoyT WCMONb30BaTbCA MNpU BbIOOpPE MNMYHbLIX KIOYel nonb3oBaTens Ans
POPMUPOBAHMSA INEKTPOHHON LIMGPOBOM MOAMUCU U paclUMpPOBaHUS BXOAALWMX coobLeHun. Kak yxe
ObloO OTMEeYeHO paHee, B Auarnore Bblbopa cepTudukata OTOOpaXKarTCs TONMbKO CepTUdUKaThI,

MMeloLLIMe COBMaaaloLLni aapec aNeKTPOHHON NoYTbl U paspelleHHble NS 3alUTbl 3NIeKTPOHHOW NMoYThI.

Bbibepute nyHKT mMeHio CepBuc, MapameTpbl... U HaXMUTe Ha 3aknagky besonacHocTb. B

0T06pa)KaeMOM ananore MOXHO BKIMHOYUTb  pPEeXUMbl UJM(*)pOBaTb cogepxummoe W BIOXeHus
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ncxogalmx coobweHun n flo6aBnAaTb LMPPOBYHO NOANUCH K UCXOQALUMM COOOGLLUEHUAM AnS TOoro,
4YTOObI LWIMPOBAHME U IMEKTPOHHAs UucpoBasi NOANUCH BLIMOMHANUCL aBTOMATUYECKM ON1S KaXO4oro
coobueHns. Ecnu 3T pexumbl He BKIHOYEHbI, ONUMK WNPOBaHMS U NOAMUCK HYXHO ByaeT BktoyaTtb

OnNS KaXKOoro oTnpaBnsgeMoro coobLeHus.

HacTpoikk ] HacTpoika nodTel ] CooBlueHHe ] Opdorpagma I
BezonacHocTe AononHUTENEHD ] MpeaACTaBHTENH

BezonacHoCTe BHEKTDDHHDﬁ no4TEl

[~ WMhpoEaTE COARDMMMOE M BROMEHHA HOXOAALMY CODBLLEHHEA
[ A0BaEnATE urdpoEYH NOANHCE K MCXOAALMM CO00WEHHAM

v OTAPAENATE NOANHCEHHEE CooBLLEHHA OTEPEITEIM TEKCTOM

[ ¥EBEAOMANATE 0 NpOEEpKE DEZONACHOCTH BCEX NOAMHCaHHE!X CooflleHmA SMIME

[0 ¥MON4aHHED: |}“CTaHnBKM SIMIME {mailtest@cryptopra.ru) j MNapaHeTped. .. |

Eez0nacHoCTE COAEp¥HMaro

S0HE! BE0NACHOCTH NOSE0NAKT ONPEASNHTE NOPALOK 3aMYyCKa CUEHAPHEE M aKTHEHOMD
COAEPMHMOro B coobileHkax HTML, BreibepTe soHy BesonacHocTH Internet Explorer,

Sona: |@ CIrpaHHYEHHEIS Y3l < HacTpofikn s0HE. .

UmdpoBble vAOCTOEEREHHA (CEPTHHMIKATEL)

% LipbpoBeRIE v A0CTOEEPEHKS MK CEPTHDMKATE! AENAMITCA A0KYMEHTAMH, KOTOpLIS
i ofecneYHEaHT HE30NArHOCTE BALMY 3NEKTPOHHEN TREHSAKLHA,

MMNOPT[3KCNOPT Y ADCTOBEREHHA. .. | Mony4YnTE YAOCTOBEPEHHE, ., |

OI'I}"EJ'IMKDBBTb B roBaneHoM CAMCEE A4pecoE... |

Ok | OTHERS | |

B atom e gwnanore AOMOMHUTENbHO MOXHO YCTAHOBUTL onumio OTnpaBnsaTb NOANUCaHHbIe
COOOLUEHMA OTKPbITbLIM TEKCTOM. [1py BKITHOYEHHOM peXMMe Moanvcb hopMUpPYyeTCs B BUMAE OLHOMO
OTAENbHOro BMNOXEHUs1 anst coobuleHns. Ecnm pexnm BbIKMOYEH - TEKCT COODLLEHMST U BCE BIOXEHMS
00bEeauHATCA B €4AMHOE LEeroe M KogUpYHTCsi B COOTBETCTBMM C NpaBunaMu kogupoBaHus BASE64,

nocne 4ero pesynbTat KognpoBaHUA noanncbiBaeTCA.

OTnpaBKka noAnMcaHHbIX COOOLWEeHnn

_-ifl 03447k v

[na cosgaHusa 1 oTNpaBKU NOAMUCAHHOTO COOGLLEHNSI HAXKMUTE KHOMKY Cospatb

unu Bblbepute NyHKT MeHio dain, Cosaatb, CoobLueHue.

Bbibepute nonyyatens coobuweHusa (none Komy) n Beegute temy coobuieHus. Ecnm nucbmo

]

6y£l,eT cogepxatb HEKOTOpble d)aIZJ'IbI, pobaBbTe MX B NUCbMO, MCNonb3yA KHOMKY

MapaMeTpbl. ..

Bnoxutb. [ns

OTNpaBkM COOOLLEHNS B MOANUCAHHOM BWAE HaXMWUTE KHOMKY 3aTemM KHOMKY
MapameTpbl 6e3onacHocTU, 1 B oTobpakaemom auarnore yctaHosute dnar [lobaButb B coobLieHue

uncpoByro NOANUCH.
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N )

HacTpofka coobweHna BezonacHoCTE

Iﬂ% BawHOCTE: | OBBMHAA % [zMEHEHME NapaMeTPoE DE30NACHOCTH COOOLWEHKH.

MomeTka: OﬁbHHne MapameTpel BE0NACHOCTH, . |

NaparMeTpel FONOCOEAHHA H OTCNE#HESHHA

0 CroHcTea Ge3onacHoCTH

| WdposaTe coaepkHMOE M BAOHEHHA CODBLLEHHIA
v AofaemTe B coofblueHre LHEPOEYHD NoOANHCE

Nap
v He wndposaTe noanmce coobweHma

Brifop HMEH, .,
E ™ ¥EeAOMWTE 0 NpoBepKe AEZ0NACHOCTH 3TOMD COOALLEHMA |
Obzop...
MapaMeTpel BE30MAcHOCTH $

HacTpofka Ses0nacHoCTH:

|<.C\BTD> j

M3MEHHTE NapaMeTpel... |

MeTia BEZ0NacHOCTH

Moayne NOAMTHER: | <HeT= j
| =

= 1=

QK | OTHEHA |

[

[

=
3aKpeITE

=] OTnpaemTe
[Mocne TOro, Kak COOGLLI,eHVIe NnoAaroToBJIEHO K OTNpaBke, HAXXMUTE KHOMKY

OTnpaBuUThb.

T CoobuweHne - Microsoft Word
daiin  [paska Bua Bcraeka opumat  Cepewc  Tafnvua  OkHo  Crpaeka
HE88 Ry Ao - @O w00 - [2)7 el .

A i=loTnpaenTe | YueTHee sammcn e (] - €, ' } v [E)napamerpen.. ~ HTML -

*

Karmy,,, | somebody

[ Korma, ..
Tema: tesk
Tal
| saormething
-
=[E]= = 4 b

SHFMACKHE

Ecnu CepTM(bI/IKaT, C NOMOLLBbK KOTOPOro noanmncaHo coobuieHune, 6bin 0TO3BaH, TO NOSIBUTCS

cneaywuiee npeagynpexageHume, a camo coobLieHne He 6y/:1eT OoTnpaBiieHo.

He apnyctimbii ce pTHgHKEaT

He aonycTrmer cepTrgimicaT He noseonkn Microsoft Outlook
! MOAMMCETE MK aWKBPOEaTE CooBWEHHE,

Ok | Cnpaeka ‘




Mony4yeHue cepTuukaTa OTKPLITOro KnrYa aboHeHTa Ansa WngpoBaHUA COOOLLEHUN

[Ona wundpoBaHusa coobLeHun B agpec ApYrnx nornb3oBaTernen Heobxoaumo npenBaputensHo
npousBectn obmeH cepTudukaTamu. [Ong 3T0ro OOLIMHO [OCTATOMHO Mepecnatb MNoAnMCaHHoe
coobweHne B agpec Tpebyemoro aboHeHTa (cooOLieHMe nocbinaeTcsd BMecTe C cepTudumkaTom
otnpasuTens). [locrne nonyyeHus CooOOLLEHUS U NPOBEPKN 3SMNEKTPOHHOW LMGPOBOM MNOANUCH
npou3BoauTCA aBToMaTudeckoe aobasreHne agpeca OTNpaBUTENS U ero ceptudukaTa B aapecHyio

KHUTY.

Ona koHTpons pOoGaBneHus BbINONMHUTE crneayowme aencteusa. OTKpolTe nonyyYeHHoe
noanucaHHoe MUCbMO. YCTaAHOBUTE Kypcop Ha adpec OTMnpaBUTENS W, HaXaB NPaBYH KHOMKY MbILLK,
Bbibepute nyHkT [Jo6aBUTbL K KOHTakTam. B oToOpakaeMom [auanore HaxmuTe Ha 3aknagky

CepTudmkartbl 1 yoeauTech B HanuumMm ceptudukata oTnpaBuUTernsl.

S mailtest - Konrakt g@g|
Marin  [paska Buwa EBctaeka @opmat  Cepeuc  JeHcTeMA  Cnpaeka
CoxpaHnTbH3aKpgTb E % hd ® -'é T -

ObwHe ] MNoapoBHoCTH ] JercTENA ] CepThdrKkaTEl ] Bre nonA ]
MpK OTNPAEKE AAHHOMY KOHTAKTY WpoEaHHOro cooBWeHHA By AeT HCNONE30BATECH O4HH
W3 3TH CepTHdMKEATOR, Bel MOXETE NONYHMTE CEPTHRMKAT, NoNyYan coobWEHHE C

UHBPOEOA NOAMNMCERD OT AAHHOMD KOHTAKTE MK MMNopTHPYA era diadn cepTrdiMKaTos,

CepTHibHKaTe! (WHBPOERIE NOAMMCH):

m Mo ¥MONHaHHHD) CEOACTEA. .,

MMnopT. ..

JECAOPT...

Ul

¥aanHTE

Mocne aTtoro HaxmuTe Ha KHONKY CoxpaHUTb M 3aKpbITb. Ecrin aboHEHT ¢ Takum agpecom yxe
CylLleCcTBYyeT, nporpaMmma npeanoxuTt nmbéo Ao6aBuTb AaHHbLIW KOHTAKT KaK HOBbIA, NMM60 OOGHOBUTHL
CyleCTBYOLWNNA KOHTaKT. Bbibepnte nyHKT OOGHOBUTH CylleCTBYHOLMUMA KOHTaKT. [lpy 3Tom B
CYLLLeCTBYIOLLMIA KOHTAKT ByaeT aobaBneH nonyyeHHbl ceptudumkat. Ecnu KOHTaKT Jo aToro cogepxan

CepTI/Id)I/IKaT, HOBbIN CepTM(bI/IKaT CTaHeT ncnonb3oBaTbCA NO YMONYaHUIO.

OTtnpaBka wneppoBaHHbIX COOOLEHNN

] Cospate -

[ns cosgaHna u OoTnpaBKu LIJM(*)pOBaHHOFO COO0LEHNA HAXMUTE KHOMKY Co3paTtb

unu Bblbepute NyHKT MeHio dainn, Cosaatb, CoobLueHue.

Bbibepute nonydatens coobueHuns (none Komy) n sBegnte temy cooblierus. Ecnu nucbmo 6yaet

]

cogepxaTtb HekoTopble dalnbl, 4obaBbTE UX B MUCbMO, UCMOSb3Ysi KHOMKY Bnoxutb. [1ns otnpasku

. o
CoO06LLEHMS B 3aLLNPOBAHHOM BUAE HAKMUTE KHOMKY plaals , 3aTeM kHonky MapameTpbl
6e3onacHocTu, 1 B oToOpaxaemom guanore yctaHosute drnar LndpoBaTs coaepxnmoe u
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BIIOXXEHUsA coobLeHnn. lNocne Toro, kak coobLleHne NoaroToBMEHO K oTnpaBke, HaXXMUTE KHOMKY

=] OTnpaenTE.

OTnpaBuTb. [Npy NonbiTke 3aluMdpoBaTh NMMCLMO Ha OTKPLITOM Krlode Bragenbua
OTO3BaHHOIO CepTVICpVIKaTa BO3HUKHET Ta XXe CUTyauud, 4To U npu oTnpaBke COO6LIJ,eHVIﬂ, noanmcaHHoro
C NOMOLLbI0 OTO3BAHHOMO cepTudumKaTa.

lNMpoBepka cepTudmUKaTa Ha OT3bIB

Ons KOHTPOJA NpOBEPKN CepTMd)I/IKaTOB Ha OT3bIB BbINOJIHUTE crneaywuine OEencTBus. OTKpOIZTe

nosiydeHHoe nognncaHHoe nNMCbMo. Haxxmmnte KHOmMKy R — NPU3HaK noannucaHHoro coobueHus. Ecnin

cepTudukaTt AeACTBUTENbHbIN U He Bbln 0TO3BaH, TO OTKPOETCS OKHO, NOA0BHOEe aToMY:

CeoHcTea GBe3aonacHoCTH coobue HHA

E Tema: kest

CooBlWeHHA MOrYT COAEPX¥aTE WMPOBaHHE M CNOKM LM POBELX NOANMCEH,
KawabiA cnof AonyckasT HankuKe HECKONBKHX NoAMHCeH,

B rera test
" YpoBEHE UM POBEIX NOANMCER
»" Moankcado: zhenyva@oryptopro.r

CINHCaHHE:

OK: noanmcaHHoe coobileHHe,

v Breraa npeaynpexaaTte of owrBKax 3aWHLLEHHOR NOHTEL

| 3aKpEITE |

Cnepyowee npegynpexaeHune osHavaet, 4to COC He ycTaHoBNeH Nnbo Cpok ero 4ercTBus

ncrek. ObHoBuTe COC, XpaHaLWwmcsa B NOKanbHOM CNpaBOYHMKE CEPTUPUKATOB C UCMONb30BAHNEM
OOCTYNHbIX CPEeACTB.
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CroHcTea BezonacHocTH coobBeHHA

E Tema:  RE: 1ef

CooBlWeHHA MOrYT COASP¥AaTE WHBPOBSHKME M CNOM UMBPOBE: NOAMHCEA
KawabiA cnof AonycKaeT HANHUKHE HECKONBKH: NOAMHCEH,

" Tewa: RE: 1ef

' YpoBeHE UKdipoBR NOAMMCER

CIMHCaHHE:

ABMAETCA CEPTHPHEAT HEAOCTYMNHEIM, NHOO COOK 2o 4ENCTEMA
HCTEK.,

noanvcado mailkesk@cryptopro.ru © nomowess MOCT P 34,10+
2001 MOCT P 34.11-94 B 16:52:22 19.03,2007,

e

=

v Breraa npeaynpexaate of owbKay SaWMWEHHOA NOHTEL

WMaMEHNTE AOBERHE. ., MoapoBHOCTH. . | SakpeITE |

Ecnun xxe COC o6HOBMEH, TO NpW OTKPbITUM NUCbMA, NOAMNCAHHOIO OTO3BaHHbIM CEPTUUKATOM,
nosiBUTCS criegytoLlee npeaynpexaeHue:

llnhpoRas noANMCkE: He NpaBHAbHAaRA

Tema: ktest
o mailtest

LmtppoBan NoanMcs B conBUIEHHH HE AOMYCTHMA, NOCKONEKY OTCYTCTEYET AOBEPHE K
CEPTHRMIKATY B CO0BLLEHHH,

v Breraa npeaynpexaate of owmbKax 3alMWEHHOA NOHTE.

| MokazaTe cooblueHHe | CEEACHHA, ., | QOTMEHA |

Haxmute kHonky CBeaeHuA Ans NpocMoTpa CBeAeHU O cepTudukare:

@ Tema:  best

Co0DWEHMS MOMYT COAEPHAETE WHPPOESHHE M CIOH LWHMDPOBE: NOAMHCEH,
Kam A CNOA A0MYCKAET HaMMYKMe HECKOMBKH NOAMMCEH,

0 Tewma: test
0 YROEEHE UMROBRE: NOA4MMCER
0 Moankcado: mailkest@crypkopra.ru

ONHCaHHE:

DwHbka:

*MCNONES0EBAHHEIA ANA CO343HWA ASHHOH NMOAMHMCH CBDTHdJHKaT
H3X0AWMTCA B A0NYCTHROM CMMCKE OTHEHEHHEL CEDTHdJHKaTDB.

mA nAaesun rmoailkack@eronbanea v e Aaaeinee FOrT D 2d 10-

[ (0

[v Bceraa npeaynpexaaTe of owmbKax 3aWMWEHHDA NoYTE.

M3MEHWTE ADEEPHE. ..

MoapofHOCTH. ., 3aKpEITE
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NCMNOJIb3OBAHUE KPUMNTOIMNPO CSP B OUTLOOK 2007

VMcnonb3oBaHne cpeacTB kpuntorpaduyveckon 3awmtbl B Outlook 2007 BO MHOrom coBnagaeT ¢

ucnonb3oBaHuem B Outlook paHHux Bepcuin. OgHako, CTOUT OTMETUTL CneayLme 0COOeHHOCTH:

1. MNoutoBas nporpamma Outlook 2007 noaaepxnBaeTcst TONbLKO KPUNTONPOBaaepoOM

KpunTtollpo CSP Bepcumn 3.0 u Bbille.

2. Kpuntonpoeangep Kpuntollpo CSP nopgepxumsaet Tonbko cdopmat S/MIME 3awmieHHbIX
noyToBbIX COOBLLEHUN, W MO3TOMY B HacTpomkax cepBepa Exchange pomkHa cToaTb onuud

ucnonb3oBaHusa oopmata MIME n paspelueHns mapLupytusauum 3aimiieHHbix coobuweHuin S/IMIME.

3. Kpuntonposangep Kpuntollpo CSP He nopaepxuBaet paboty KMS cepsepa Exchange u
XpaHeHus1 cepTMdUKATOB OTKPbITbIX Krtoden B rnobanbHOM agpecHow kHure. [losTtoMy Ans co3gaHus

CepTM(bI/IKaTOB OTKPbITbIX KNHoYen OOMmKeH UCNonb30BaTbLCS BHELUHNUN LEeHTP CepTMCbI/IKaLI,MM.

4. [Ina xpaHeHus cepTUMKaATOB OTKPLITLIX KoYen abOHEHTOB WCMONb3yMTe JOKanbHYK WUNn

obuwyto (kopnopaTneHyto) nanky KOHTakTbI.

KoHdwmrypauyusa Outlook 2007

Bbl6€pI/ITe NYHKT MEHIO CepBVIC, U,eHTp ynpaBneHusA 0e30nacHOCTbIO N HAXMUTE Ha 3aKnagky

3awumTa anekTpoHHOM noyThkl. Haxxmute kHonky MNapameTpsbl.

HMame He HHe HacTpoklkM Be3lonacHoCTH B]

HacTpofka Ses0nacHoCTH
JAMA KOHEHMpALHK,
WeTaHoekH S/MIME (zherya@cryptopro.ru) w
DOpMaT KPMITOrpadk; S/MIME ¥
HacTpofika BE30NaCHOCTH MO YMONYaHKKD ANA 3Tora hopMaTa

HacTpofika No yMon4aHHi ANA BCex CoobueHmiA

l MEeTkH BES0NACHOCTH. ., ] [ Co38aTe l l ¥AanHTE l

CepTHRHKATEI M 3NFOPHTHE!

CepTHHMKAT NOANHCH:

AAropKTH XELMpOESHHA: GOSTR 34.11-94 w

CepTHhHHKAT WHbROEaHHA:
ANroOpHTH WHDPOEAHHA: GOST 25147-89 w

MepeAsEaTe cepTHRMKATEI € COOBLLEHHEN

QR ] [ QTHEHA ]

Bbibepute nuuHble cepTudukaTbl, COOTBETCTBYKOLLME KMHOYaM noanMcn u  WndpoBaHus,
ncnonb3ysa kHonky Beibpatb. OTobOpakaembln Ananor no3BosseT Nonb3oBaTeNio yka3aTb CBOU NINYHbIE
cepTudukatbl, KoTopble 6yayT ucnonb3oBaTbCA NpuM BblIGOpe NUYHBLIX KrYen nonb3oBaTens And
OpMUPOBAHUSA ANEKTPOHHON LIMGPOBOM MOAMUCU U pacLUUMpOBaHUSA BXOOAWMX coobLueHun. Kak yxe
OblTO OTMEeYeHO paHee, B Auarnore Bblbopa cepTudukata OTobpakalTCs TONbKO cepTudmKaThl,

MMeloLLIMe COBMaaaloLLnii aapec aNeKTPOHHOM MoYThl U paspelleHHble AN 3alUTbl ANEKTPOHHON NOoYTHI.
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BribepuTe nyHKT MeHto CepBuc, LieHTp ynpaBneHus 6e30nacHOCTbIO M HA&XKMWUTE Ha 3aKnagky

3awmTa 3NeKTPOHHOM MOYTHI.

Lle vTp ynpasie HuA Ge3aonacHOCTHI @@

HagexHele wzgatean

A *A LnpposaHHaA INEKTPOHHAR NoYTa
Hagcrpomkn .
9. [ Wudpoeats cogepiumaos u BENOXEHMT MOOAALMK COOBLLEHMIT
A3

MapameTpel KOHEUAEHLNANEHOCTH [] Ao6aenate umdposym NOANMCE K MCKOAAWNM COOBLEHMAM

i | OTNRaEnaTe NOANWCAHHEIE COOBLWEHWA OTKPEITEIM TEKCTOM

|:| JanpawKeaTe yeegomneHue 5/MIME gna Ecex NogNMEaHHEK Co0BWeHWA 5/MIME

QBpadoTKa ENOXEHN
Mo ymonyaduw: | ¥Ycradoskw S/MIME (zhenya@cryptopro.ru)]  »

ABTOMATWYECKAA 3arpysKa

Ll poBble yAOCTOBEPEHWA (CepTHDHUKATBLI)
Bez0onacHoCTE MAKpOCOE

. ~] UndpoBtie y40TOEEPEHMA MAM CEPTUNKATEN ABAAKTCA ZOKYMEHTAMM, KOTOPEIE 0BECNEy
MporpammHeii gocryn £230NaCHO T BALIWK 3NEKTPOHHEI TPAHIAKLINGA,

[ Ony6AWMKOEaTE B TNOBANEHOM CNMCKE 340eC0E... ] ’ MmnopT/zkenopT... ] ’ Nony4uTe

YWuTaTb KaK OBBIYHBIA TEKCT

|:| YuTaTk OBLIYHEIE AMCEMA KaK OBEIYHEIA TEKCT

CueHapKW B Nankax

[[] Paspewwte Makpock & Nankax COBMECTHOrO 40CTYNa
PazpelnTe MaKpOoCk B OBLWMY NanKax

< ?

[ Ok l [ OTmeHa

B oToGpaxxaeMoM guanore MOXHO BKMoUMTb pexumsl LLindpoBaTb cogepxxumoe U BRnoxeHUs
ucxoasawumx coodweHun 1 flo6aBnatb LUPPOBYIO NOANUCH K UCXOAALWMM COOOLLEHUAM NS TOoro,
4yTOObI WNdPOBAHNE U 3NEKTPOHHAA LudpoBas NOAMUCH BLIMOSNHANIMCL aBTOMATUYECKU OIS KaKOoro
coobueHus. Ecnv atn pexnmbl He BKINIOYEHbI, ONUUN LWMPOBAHUSA U NOAMUCU HYKHO ByaeT BKNoYaTb
Ons Kaxpgoro otnpasnseMoro coobuleHusa. B aTom xe guanore OONOMHUTENBHO MOXHO YCTaHOBUTb
onuuio OTnpaBnATbL NOAMUCAHHbIE COOOLUEHMA OTKPbITbIM TEKCTOM. [1py BKIIOYEHHOM pexnve
noanuck opmMupyeTcs B Bue 04HOro OTAENbHOro BOXeHUs Ans coobleHus. Ecnm pexumm BbIKNoYeH -
TEKCT COODLLEHNST N BCE BIIOXEHUS OOBEAUHSIOTCS B €4MHOE LieNoe U KOAUPYHTCS B COOTBETCTBUM C
npaeunamm kogupoBaHus BASEG4, nocrne 4ero pesynbTarT KogupoBaHus noanucbiBaetcd. OTnpaeka

noanucaHHbIX coobLeHui

[nsi co3aaHUsi ¥ OTNPaBKW NOAMUCAHHOMO COOBLUEHNS HaXMUTE KHomky - =H C03A3Te ~ CosznaTh

unu Bblbepute NyHKT MeHio dainn, Cosaatb, CoobLueHue.

Bbibepute nonydyatens coobuweHusa (none Komy) n BBegute temy coobuieHus. Ecnm nucbmo

]

OyneTt coaepxatb HekoTopble dhannbl, 40BaBbTE UX B MUCbMO, UCNOMNb3Ys KHOMKY Bnoxutb cdann.

Ons oTnpaBkn coobLLEeHMs B MOANMUCAHHOM BUAE HaXMUTe KHOMKY ;:—‘I .

OTNpaevuTE

Mocne Toro, kak coobLleHe NOArOTOBIEHO K OTNPABKE, HAXKMUTE KHOMKY OTnpaBuUTb.

57



Tema:

!./'*3;\1 HY 3+ ¢ |+ test - CooBLieHne (HTML) _ = x
jf/ CooBlWweHe Beragka MapameTpel DopMaT TEKCTA 'Q)
== ||| Calibri [Oeno - |11 A A (O E- v —é'@ g
=] 23 ||| & Ui - i=-||EE £ 0 1
Bcravsmb 7 - A === |.'1M'EHE 2 McnoﬂHKEHmm' 3 &3 Op¢0:pﬁ¢l'1ﬂ
Bytpep o6... ™ OCHOBHOM TekcT F] Brnw,., M= MapameTpe & || MpagonucaHmue
[ Komy... ] | mailtest@cryptopro.ru;
—w
OTnp;BMTg [ Konug... ] :

test |
BnoweHue: |

) smime.pdf (561 K6aiin)

test

4 L] v (&

Ecnu cepTndmkat, ¢ NOMOLLBI0 KOTOPOro noanMcaHo cooblieHune, 6bin 0To3BaH, TO NOSABUTCS

cnepywollee npeaynpexaeHue, a camo cooblieHne He ByaeT oTnpasneHo.

He nonyctumbli ce pTHimKaT

HeaonycTimelr cepTrdmiat He nossonAeT Microsoft Office Cutlook
. NOAMMCATE MK 3aWppoEaTE CcoobleHHe,

|

[ ZMEHMTE NapaMeTpEl BEZ0NACHOCTH. .. ] I Ok

Mony4yeHue cepTuduKkaTa OTKPLITOro Knroya aboHeHTa Ansa WngpoBaHUA COOBLLEHUN

[na wndposBaHna cooblleHnin B agpec Apyrux rnonb3osartenet Heobxoaumo npeasapuUTensHO
npoms3Bectn obOMeH cepTudukaTamu. [Ons 3Toro 0ObIMHO [OCTATOMHO Mepecnatb MNoAnMcaHHoe
coobuieHne B agpec Tpebyemoro aboHeHTa (coobLieHWe mnocbinaeTcd BMecTe C cepTudukaTom
otnpaBuTens). [locrne nonyyeHus CoOOBLLEHUS U NPOBEPKN SMNEKTPOHHOW LMGPOBOM MNOANUCH
npou3BoaMTCA aBTOMaTudeckoe gobaBreHne agpeca OTNpaBUTENsS M ero ceptudukata B agpecHyo
KHUTY.

Ona «koHTponss pobaBneHusi BbINONHUTE cneaywowme paencteus. OTKponTe MnonydeHHoe
noanncaHHoe NMCbMO. YCTaHOBUTE KYpCOp Ha afpec OTnpaBuUTENs W, HaxaB MpaBy) KHOMKY MbILUWN,

BblbepuTe nyHKT [o6aBuTb B KOHTakTbl Outlook. B oTtobpaxaemom guanore HaxmuTe Ha 3aknagky

=

A1 CepTudmkar Ceptudmkatbl 1 ybeamtech B HaNMuum ceptudukaTta oTnpasuTens.
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o\ ] mailtest - KoHTakr = =

4

o
—/ KoHTakT Bcraska fopmat TekcTa @
- | %3 OBwme - Ceprucbukates| §°Y 3nektpornHas noura &2 = 2| PucyHok ~ = ABC & + b
[=d ] [E |E mi
% ]
%v ?J' MoapoBHOTH ﬁ Ece nona % CoBpaHue ED BrBpaTe kaTeropuio = [ T
CoxpaHnuTe . > BusuTHan Opdorpagua | 3aMmeTEn o
W 33KPEITE X g Aeiictena & Beizos ~ & || aprouka ¥ Kucnonenuio - & = KOHTaKTE

JeAcTena MNokasate CEA3b MapameTpel Mpasonucadue | | OneMote
Mpw 0TNPaEKe WWPPOEIHHOND COOBLLEHMA AGHHOMY KOHTAKTY BYAET MCNONBE30E3TECA OAWH
W3 3TUX CEPTUNKATOE, CEpTUOUKATH 406AENAKTCA NMB0 NPKM NOAYYEHUM COOBWEHNA ¢ LM POEOH NOANKWCEK OT JAHHOMD KOHTAKTa, AME0 Npw
WMMOPTE ero daina cepTUdMKaTOE,

Ceprigukatsel [UndpoEse NoANUCK]:

mailtest{lo ymonyaHmmo] CEOMCTER. .

HmnopT...

3KCNOpT..

¥aanuTte

H

CoXpaHWTe
[Nocne aTtoro Haxxmute Ha KHOMKY L SELLELLE COXpaHMTb N 3aKpbITb. Ecnn aboHeHT ¢ Takum

afpecoM yxe CyllecTByeT, nporpaMmmMma npegnoxuT, Moo Ao6aBUTb HOBbIM KOHTAKT, IMO0 OOHOBUTDL
CcBefeHUusi O BbiaeNIeHHOM KOHTaKTe. Bbibepute BTOpOW NyHKT. [pyn 3TOM B CYLLECTBYIOLLUNA KOHTaKT
Oynet pnobaBneH nonyyeHHbli ceptudmkat. Ecnm KOHTakT OO 9TOro coaepxan ceptudukart, HOBbIN

cemechKaT CTaHeT Ucnosib3oBaTbCA MO YMOJIHaHUIO.

OTtnpaBKka WKUdpPOBaHHbIX COOOLLEHUN

[ns cosgaHus M OTNPaBKM LUMGPOBAHHOMO COOBLLUEHWUSI HaXMUTE KHomky - - C03AaTe =

Cospatb unu BoldoepuTe NyHKT MeHo Pann, Co3gatb, CoobLyeHMe.

Bbibepute nonydatens coobueHus (none Komy) n sBegnte temy coobuieHus. Ecnu nucbmo 6yaet

0

cogepxaTtb HekoTopble dalnbl, JobaBbTe UX B MUCbMO, UCMOSb3Ysi KHOMKY Brnoxutb dann. [ns

G
OTNpaBKM COOBLLEHUS B 3alLUMPOBAHHOM BUAE HAXKMUTE KHOMKY = . Mocne Toro, kak cooGLyeHne

OTnpaenTe

NnoAroToBJiEHO K OTnpaBke, HAXMUTE KHOMKY OTI'IpaBVITb.

npl/l nonbITKe 3aLIJI/I¢)pOBaTb NMMCbMO Ha OTKPbITOM KIito4e Bnaaenbla OTO3BaHHOIo

CepTI/Id)I/IKaTa, noABUTCA crnepywulee npenynpexaneHue.
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He nonagku wHpoBaHHA gl

BOSHWENNM HENOMAAKH WHBPOBaHMA 3Toro cooduweHs & Microsoft Office

! Outlook, EEIZESHHEIS TEM, UTO CNEAYHIWLME NONYUYSTENM HE MMEMIT
CEPTHHHKETOE, HMEHT HEAONYCTHMEIE CEPTHHMKATE MK HE
MoAAEPHHESHT A3HHOE WHOPOEaHHE!

mailtest@cryptopro.ru

CooBuweHHe MokeT BbITE 3AWHGPOBAHD M OTNPAENEHD, HO YEA3aHHEIE
MOAYHATENH, NO-BMAMMOMY, HE CMOTYT Er0 NPOYMTaTE.

l He widposate coobweHHe ] . OTMEHA

MpoBepka cepTucunkaTa Ha OT3bIB

[1nsa KOHTpONA NPOBEPKM cepTUEUKATOB Ha OT3bIB BLINOMHUTE cneayowme gencreusa. OTkponTe

nony4yeHHoe nognmcaHHoe nnMcbmo. Haxmute KHOMKY — NPU3HaK noannucaHHoro COOGLLI,GHVIH.
limcpporan nognMch: NpasHabHanA g|
Tema: tesk
o7 mnailkesk

MognmcaHo:  mailkest@cryptopro.ru

LMpoEas NoAMKCE CO0GWEHHA ABNAETCA
AEHCTEMTENEHOA M ACBEREHHOA,

AnA NpocMaTpa CEEAEHHA 0 CEpTHOMEATE, MPHMEHAEMON B

UHPPOEOH NOANHEH COOGWEHHA, HI¥MMTE KHOMKY
"CEeAEHHA",

[ 0peaynpexaate of owkbkax B NOANMCEHHE:: COOBWEHKHAX A0 OTKPEITHA,

Haxmute kHonky CBepeHusA. Ecnu cepTudukat AenCcTBUTENbHBINA U HE Bbin OTO3BaH, TO

OTKPOETCH OKHO, NoaoGHOoe 3ToMy:
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CeoMcTEa Ge3onacHOCTH cooOuLe HHA E|

E Tema:  kest

CooBlUeHHA MoryT WKdpoBaTeoA M COASPMAETE CNOM UMBPOER!X NoANMCEA, Kaw Akl cnok
AOMYCKAET HAMMHME HECKONEIH NOANMCEH,

Cnou be3onacHoCTH
BLIGEpHTE CNOA ANA NPOCMOTRA Ero OMMCaHHA,

Tema s
+" YpoBEHE WWbpOBEL: NOANMCEH
w" Moankcado; mailkest@oryphopro, ru

OMHEaHHE:

DR NOARNMCaHHOE CooAULEHHE,

CneAyHILHE KHOMKK NOSE0NAHT NPOCMOTPETE AONANHHTENEHEIE CEEAEHKA HIH BHECTH
H3MEHEHWA B BEIOpaHHEIR CNOM:

[CJnpeayvnpexaate of owkbkay B NOAMHCEHHEE CODBLLEHHSAX,

A ecnu oTKpbIBLLEECS OKHO NogobHo crneaytowemy, To COC He ycTaHOBIEH NMBO CPoK ero
pencteus uctek. O6Hoeute COC, XpaHALLMIACA B NTOKANbHOM CMpaBOYvHMKE CepTUdMKaATOB C
MCMNonb30BaHNEM LOCTYMNHbLIX CPEACTB.

CeoHcTea Ge3onacHoCcTH cooBie HHA &

E TeMa: RE: 1ef

CooflLEHMA MOrYT WKdpoBaTRCA M COAEP¥ATE CNoM UkbpOER NOAMMCEA. KawasIA cnof
AOMYCKAET HAMMHME HECKONEKHX NOAMHCEH,

Cnow BezonacHoCcTH
BrIGEpHTE CNOM ANA NPOCMOTRS &ro onHCaHKA,
w* Tema: RE: lef
" WpOBEHE UMbPOBEI: NOANMCER
MoanKcaHo: mail @cryptopra.ry

CINHCAHHE!

MpeaynpexaeHAe:

CMCOK OTMEHEHHELX CEPTHDMKATOR, HEOBXOAMMEIR ANA NPOBEPKH CEpTHDMKATA
NOAMMCH, HEAOCTYNEH, MO0 CPOK era AeACTEHA MCTEK,

Me nrae sun rasilkacki@eronbanen v e Aoscnces COT D024 ANC2001 00T D24 1104 e
CNeAYHILLME KHOMKK NO3B0NAHT NPOCMOTRETE A0MNOIHMTENEHEIE CEEAEHHA MK BHECTH
MEMEHEHHA B BEIGRAHHEIR CROM:

| (LB

[ MEMEHHTE ADEEPHE, |, ] [ MoApoGHOCTH. . l [ AOBEPHE K LEHTPY CEPTHBMKEUMH, ., ]

[ npeaynpesaats of oWwHbkax & NOANHCAHHE: COOGWEHHA,

Ecnu xe COC obHOBMEH, a NMCbMO NOAMNMCaHO OTO3BaHHbLIM CepTUGMKATOM, TO NPU HaxaTnm

KHOMKM 4 nosIBUTCS crieaylollee npenynpexneHue:



lindhporan nognHck: HenpasH/abHaA El

Tema: kesk

ot mailtest

MoankcaHo:  mailtesb@cryptopro.ry
LinibpoBasn noAnKcs coofiluEHHA ABNAETCA
HEAEACTEMTENEHOA MK HE A0BEPEHHOH,

ANA NPOCMOTPA CEEAEHHA 0 CEPTHRMEATE, NPMMEHAEMONM B
UHBPOEOA NOAMHCH COOAWLEHHA, HAXKMMTE KHOMKY

"CeeaeHHA",
CEEAEHHA. ..

[I0peaynpesaats ab owbkas B NOAMMCEHHE!X COOBWEHHAX A0 OTKPEITHA,

3akpeITe

Haxmute kHonky CBegeHuA A4S NpocMoTpa CBeAEeHU O cepTudukare:

CroMcTEa Be3onacHOCTH coobue HHA §|

@ Tema:  kest

CooBlUeHHA MoryT WKdpoBaTeoA M COASPMAETE CNOM UMBPOER!X NoANMCEA, Kaw Akl cnok
AOMYCKAET HAMMHME HECKONEIH NOANMCEH,

Cnou be3onacHoCTH
BLIGEpHTE CNOA ANA NPOCMOTRA Ero OMMCaHHA,
0 Tema: test

) ¥poeeHt undpossl: Noankced

OMHEaHHE:

Owmbika: -~
MCNonb30BaHHEIA AMA CO3AEHHA 4AHHOH NOANHCH CEPTHEMKAT HAX0AHTCA B
AOMYETHMOM CMHCKE OTMEHEHHEIX CEPTHBHKATOE, 2
Meonmac aun msilkack@erunkanra voe aoscnc e COET D24 10220 ImaT T D24 1104 o —
CNeAYHIWHE KHOMKH NOSE0NAKT NPOCMOTPETE AGNONHHTENEHEIS CESAEHHA HIH BHECTH
H3MEHEHHA B BEISPaHHEIR Cnof:

[ MSMEHHTE AOBEPHE. .. ] [ Mo ApoBHOCTH. .. ] [ AOBEMHE K UWEHTPY CEpTHEMKELMHM, .. ]

[CJnpeayvnpexaate of owkbkay B NOAMHCEHHEE CODBLLEHHSAX,
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NCMNOJIb3OBAHUE KPUMNTOIMNPO CSP B OUTLOOK 2010

Mcnonb3oBaHne cpefctB kpuntorpaduyeckon 3awmtel B Outlook 2010 BO MHOrom coBnagaeT C

ucnons3osaHuem B Outlook paHHUX Bepcuia.

KoHdwmrypauusa Outlook 2010

Beibepute nyHkT Options (MapameTpbl) MeHio File (dann).

B oTkpbiBwemcss oOkHe BbidbepuTe B 3aknagke Trust Center (LleHTp ynpaBneHusi

6e3onacHocTbi) NyHKT Trust Center Settings (MapameTpbl LleHTpa ynpaBneHusi 6e30nacHOCTLIO).
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QOutlook Options

General
@ Help keep your documents safe and your computer secure and healthy.

Mail

Caléndar Protecting your privacy

Contacts Micrasoft cares about your privacy. For more information about how Microsoft Qutlook helps to protect your privacy,
please see the privacy statements.

Tasks

Show the Microsoft Outlook privacy statement
Notes and Journal Office.com privacy statement
Customer Experience Improvement Program

Search

Mobile Security & more

Language Learn maore about protecting your privacy and security from Office.com.
Advanced Microsoft Windows Security Center

Microsoft Trustworthy Computing
Customize Ribbon

3 Micosoft Qutlook Trust Center
Quick Access Toolbar

The Trust Center contains security and privacy settings. These settings help keep your 5
Add-Ins computer secure, We recommend that you do not change these settings. Trust Center Settings...

| Trust Center

Bbibepute 3aknagky E-mail Security (3awmTa 3neKTpoHHON NOYThI).

Trust Center @

Trusted Publishers

Encrypted e-mail

DEP Settings E
9, [¥] Encrypt contents and attachments for outgoing messages

Privacy Options le‘ Add digital signature to outgoing messages

| [¥] Send clear text signed message when sending signed messages

E-mail Security |
[#] Request S/MIME receipt for all S/MIME signed messages

Attachment Handlin
N Default Setting

Automatic Download

Digital IDs (Certificates)
Macro Settings

a Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.

Programmatic Access
[ import/Export... | [ GetaDigitalID..

Read as Plain Text

I'_'! Regd all standard mail in plain text
Read itally sig

ed mail in plain text
Script in Folders

|:| Allow script in shared folders
[] Allow seript in Public Folders

Haxmute Settings (MapameTtpbl).

Bbibepute nuuHble cepTudukaTbl, COOTBETCTBYIOLUME KfYaM noanucn u - wundposaHus,
ucnonb3dysa kHorky Choose (Bblbpatb). OToGpaxaeMblil Ananor no3BonseT Monb3oBaTenio ykasaTb
CBOW INWYHble cepTuduKkaTtbl, KOTOopble OyAyT WCNONb30BaTbCA MpPU  BbIBOPE NUYHBIX  KMOYeEWn

nonb3osBatens Ans (OPMUPOBaHUSA 3MEKTPOHHOW LMMPOBOA MNOANUCU WM PacLUMPOBKM BXOAALLMX
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coobuweHun. YcrtaHoBuTe dnar Send these certificates

cepTudmKaTtbl C COOOLLEHNEM).

Change Security Settings

Security Setting Preferences
Security Settings Mame:

Cryptography Format: | 5/MIME

[7] efault Security Setting for this cryptographic message format

Security Labels. .. ] | Mew

Certificates and Algorithms

Signing Certificate:
Encryption Certificate: Choose...

[7] 5end these certificates with signed messages

[ o« | [ cancel
OkHo BblibOpa cepTudmkara:
| Beibop ceptndmkata @
BeifiepuTe cepTudUKaT.
Komy BelgaH  Kem Boigad HazHauerua MoHaTHoe ...  Cpok Aefc...

i, OtgyTereyer  02.07.2011

ol . "

OK ] ‘ OTMeHa | | MpocMaTp cepTudMKaTa

Mocne BbiGopa cepTudmnkara HeobXxooMmo BBECTU

napameTpoB 6e3onacHocTu). B npotBHOM crnydae Outlook BblgacT owmnbKy:

Change Security Settings ==
Security Setting Preferences
Security Settings Name:

m =

Cryptography Format: | 5/MIME

[¥] Default Security Setting for this cryptographic message format

[¥] Default Security Setting for all cryptographic messages

SecgrltyLabels‘.w [ New ] I Delete 1 Password. ..

Certificates and Algorithms

Signing Certificate: fest Choose...

with signed

messages (MepeaaBaTb

Security Settings Name (HasBaHue

Hash Algorithm: GOSTR 34,1194 - Microsoft Outlook

Encryption Certificate: | test Choose... -
i {_Choose... | §¥3 Outlook cannot save this Securty Setting without a Name. f you
Bt [ = a) continue, your changes will be lost. Do you want to continue?

[¥]5end these certificates with signed messages

o) Coma ]

B 3aknagke E-mail Security (3awmTa a51IeKTPOHHOM NOYTbI) MOXHO BKIOUUTL pexumbl Encrypt

contents and attachments for outgoing messages (LUudpoBaTtb cogepxumoe U BIIOXEHUA

ucxopawmx coobuwennmn) n Add digital signature to outgoing messages (Jo6aBnaTb undpoByro

noanuCcb K UCXoAaAWUM COOGLI.IeHVIﬂM) anst Toro, 4toObl LIJMd)pOBaHMe N 3INEeKTpOHHasA LI,I/I(prBaﬂ
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noAnnchb BbINOSMHANUCL aBTOMaTUYECKU ONs Kaxaoro coobuieHusa. Ecnn atm pexmmMbl He BKMIOYEHbI,
onuuun WM@POBaHMA U NOAMUCU HYXHO ByaeT BKkMYaTh ANS KaXaoro oTnpaBnsgemoro coobuieHus. B
3TOM Xe Juarnore OONONHUTENBHO MOXHO ycTaHOBUTbL onumio Send clear text signed message when
sending signed messages (OTnpaBnATb nognucaHHble COOOLUEHUs OTKPbITbIM TeKCToM). [lpu
BKIMIOYEHHOM peXxunme noanucb opMMpyeTcs B BUAE OOHOIO OTAENbHOrO BIIOXEHUSA ANS COOOLEeHUS.
Ecnn pexum BbIKMIOYEH - TEKCT COOOLLEHUS M BCE BIIOXEHUS OOBLEOUHATCA B e€AMHOE Luenoe u
KOAMPYIOTCA B COOTBETCTBMM C nNpaBunamu koauposaHus BASEG4, nocne yero pesynbTaT KOAMPOBaHUS

nognumcbiBaeTcA.

OTtnpaBka noAnMcaHHbIX COOOLWeHUn
. Mew
Ons co3gaHWst U OTNpaBkM MOAMUCAHHOIO COOOLLEeHNst HaxmuTe KHomnky New E-mail  email
(Coszpnatb).
Bbibepute nonydvatens coobuieHus (none To) u BBeaute TeMy coobuweHus (Subject). Ecnn
nnucbMo OyaeT cogepXatb HekoTopble dhainbl, AobaBbTe MX B NMUCbLMO, UCMONb3yst kKHonky Attach File

(Bnoxutb ¢pann) B 3aknagke Insert (BcraBka).

Fldo o = test - Message (HTML) o BOR

[PNEE|  Message | Insert | Options  FormatText  Review - @
‘ @ @: E‘v = &, Hyperlink 4| o
- i | B A4 Bookmark

|| Attach Outlook Picture apes Text | Symbals
|| Fite | Hem LT st . i

‘ Include Tables Ilustrations. Links

Attach File
ro.ru;
Attach a file to this item. I

Send

Subject | test

test

‘ @  Sec more about: movchan@cryptopro.ru. S

Ona Toro, 4tobbl nognucaTb cooblueHne Haxmute Ha kHormky Sign (MognucaTtb) B 3aknagke

Options (MapameTpbl).
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e B, T ] = test - Message (HTML) = B R

|G| Message  mnsert | options | FormatTet  Review @
B B E@ sooe @] 53 Esvewveey
EE From -—‘ &D\red Replies To

Themes Permission ;Ll sign|  Tracking| Save Sent
iz b3 Item To ~

M

| movchan@cryptopro.ru;

Subject: |test

Attached: ] Oryx Antelope.ipg (291 KB
test k.
e See more about: movchan@cryptopro.ru. D ~
-
Send
[ns oTnpaBkn coobLeHnss B HaxxMuTe kHomky Send (OTnpaBuTb).

Ecnun CepTI/I(*)I/IKaT, C NOMOLLbKO KOTOPOro noanmcaHo coobuieHune, bbin 0TO3BaH UK SJ'IeKTpOHHbIVI
agpec, YK838HHbII7I B CepTI/I(*)MKaTe He coBnagaeT C 3NeKTPOHHbIM apecoM OaHHOoM yquHoﬁ 3anuncun, 1o

NnosiIBUTCA creaylollee npeaynpexaeHue, a caMmo cooblleHne He ByaeT oTnpaBreHo.

Invalid Certificate ==
Microsoft Outlook cannot sign or encrypt this message because there are no certificates which can be
used to send from the e-mal address 'movchan@cryptopro.ru'. Either get a new digital ID to use with
this account, or use the Accounts button to send the message using an account that you have
I\, certifcates for.
[ Chenge Seaurity Settngs... | ok

NMony4yeHue cepTuukaTa OTKPLITOro Knroya aboHeHTa Ana WngpoBaHUA COOOLLEHUN

[na wudposaHna cooblleHnin B agpec ApYrux nonb3osarteneit Heobxoaumo npeasapuTenbHO
npoussectn obmeH cepTudukatamn. [Ong 9T0ro 0OLIMHO [OCTATOMHO Mepecnatb MNoAnMcaHHoe
coobweHne B agpec Tpebyemoro aboHeHTa (cooOLleHWe nocbinaeTcsd BMecTe C cepTudumkaTom
otnpaBuTens). [locrne nonyvyeHus CcooOLiEeHMS M NPOBEPKN SMNEKTPOHHOW LMGPOBOMA MNOANUCH
npou3BoauTCA aBToOMaTuyeckoe gobasreHne agpeca OTNpaBUTENS M ero ceptudukaTa B agpecHyro
KHUTY.

Ona «koHTpons pobaBneHus BbINOMNHWUTE cnefywowme aencteus. OTKponTe nonydeHHoe
NOANUCaHHOE MUCbMO. YCTaHOBUTE KypCcOp Ha agpec OTNpaBUTENS U, HaxaB MpaBYyl KHOMKY MbILUN,

BblOepuTe nyHkT Add to Outlook Contacts (Jo6aBuTb B KOHTakTbl Outlook). B oToGpaxaemMom
2 |

Certificates

ounanore HaxmuTe Ha 3aknagky Certificates (Ceptudhmkatbl) 1 ybeantecb B HanuMuum

cepTudurkaTa oTnpaBuTens.
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e) Mosuan Hatansa Masnoewa - Contact o @ =
G| contac | nset  FormatText  Review o @
H i x @saveanew - | g | Eyeman e %;J g;; B8 categorize - E-=H

T M A Py 2

& Forward - 4 Meeting ¥ Follow Up ~
Save & Delete Show Address Check | Business Picture 0 |Certificates|

Close - | $BmMorer | “Book Mames | Card - (&) Private
Actions Communicate Names Options Tags Zoom | Certificates

= * ¥ 3

Outlook will use one of these certificates to send encrypted mail to this contact,
You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact,

Certificates (Digital IDs):
est{Defaul]

Properties...
Import...
Export...

Remave

T — N

H_!

Save &
lMocne aTtoro HaxxmuTe Ha kHomnky Save & Close dese (CoxpaHUTb U 3akpbITbh). Ecnu aboHeHT ¢

Takum agpecoM yxe CylLleCTBYeT, nporpaMmma npeanoxut, nnbo nobaBuTb HOBbIN KOHTakT (Add new
Contact), nubo obHOBUTL cBefeHus O BblgeneHHom koHTakTe (Update information of selected
Contact). Boibepute BTOpPOM NYHKT. [1pn 3TOM B CYLLECTBYIOLLMIA KOHTaKT ByaeT nobaBneH nosny4YeHHbIn

cepTudumkart, a pesepBHas konus 6yget coxpaHeHa B Deleted Items Folder (YaaneHHble).

OTtnpaBka WKUdpPOBaHHbIX COOOLLEHUN

B
MNew
E-mail

Ona cos3gaHnst M oTnpaBku LIMGPOBAHHOIO COOOLIEHNss HaxmuTe kHormky New E-mail
(Coszpnatb).

Bbibepute nonydartens coobuweHus (none To) u BBeaute Temy coobuleHus (Subject). Ecnu
nucemMo ByadeTt codepxaTb HekoTopble dhannbl, JobaBbTe MX B NMUCbMO, UCMonb3ya kHomnky Attach File
(Bnoxutb cbann) B 3aknagke Insert (BetaBka). [Insg otnpasBku coobLlieHns B 3alumMdpoBaHHOM BUAE
HaxxmuTe kHonky Encrypt (LUndpoBaTh).
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590

| test - Message (HTML)

o B 2R
‘ ile Message Insert Options Format Text Review &y Q
. - my  Deli
§E|‘ Bec = Q (@ Encpt] §§J = 3‘ &Delay Delivery
§= From =5 ) — @ Direct Replies To
Themes Permission ] sign Tracking| save Sent
X i b3 TtemTo -
Show Fields Permission Maore Options
To... E‘mnvd‘lan@crmhjgru‘ru'
— z
=4 =
send
Subject: :test
Attached:  |[=] Onx Antelope.ipg (291 KB)
iz
tesﬂ

6 See more sbout: movchan@cryptopro.ru.

D ..

5end
Mocne Toro, kak cooblleHMe MnoAroTOBMEHO K OTMpaBKe, HaxmuTe KHomky Send

(OTnpaBuTb).

Mpwv nonbiTke 3alWMpPoBaTh NUCbMO Ha OTKPLITOM KItode Briagerbla 0TO3BaHHOrO cepTudukaTa,
MosIBUTCS CriefyloLlee npeaynpexaeHue.

Encryption Problems

=)

Microsoft Outlook had problems encrypting this message because the
%, following recipients had missing or invalid certificates, or conflicting or
~ unsupported encryption capabilities:

Hatanba

Continue will encrypt and send the message but the listed recipients
may not be able to read it.

Send Unencrypted Con

MpoBepka cepTucMKaTa Ha OT3bIB

[lna KOHTpoNsa NpoBepKn CepTUdUKATOB Ha OT3bIB BbIMNOMHUTE criegyowme gencrens. OTKponTe

2

nosily4eHHoe nognncaHHoe NMCbMo. Haxxmmnte KHOMKy — NpPU3HaK noanncaHHoro coobLeHus.

Digital Signature: Valid [
Subject:  test
From: Hatanbs

Signed By: movchan@cryptopro.ru

The digital signature on this message is Valid and Trusted.

For more information about the certificate used to digitally sign

the meszage, dick Details.
Details. ..

[]warn me about errors in digitally signed e-mail before message opens.
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Haxmunte kHonky Details (CBegeHus).

A ecnu oTKpbIBLIEeCcA OkKHO nogobHo cnepywouwemy, 1o COC He ycTaHoBneH nubo cpok ero
penctenst uctek. O6HoBuTe COC, XpaHAWMACSA B JIOKANbHOM CMpaBoOYHMKE cepTudmkaToB, C
Mcnonb3oBaHneM JOCTYMNHbIX CpeAcTB. Ecnm okHO ocTanock NpexHum, To ceptudmkat He Bblil 0TO3BaH.

Message Security Properties

E Subject: test

Messages may contain encryption and digital signature layers. Each digital
signature layer may contain multiple signatures.

Security Layers

Select a layer below to view its description.

v_f‘ Subject: test

Description:

OK: Signed by movchan @cryptopro.ru using MOCT P 34, 10-2001/TOCT P
34.11-94 at 12:42:47 06.07.2010.

Click any of the following buttons to view more information about or make
changes to the selected layer:

[ Edittrust.. |[ viewDetsis... | [ Trustcertificate Authority... |
[l warn me about errors in digitally signed e-mail,

Ecnn xe COC o6HOBMEH, a NMCbMO MOAMUCAHO OTO3BaHHbIM CEPTUMUKATOM, TO MPU HaxKaTUu

KHOMKM 4 nosiBUTCA crieaylollee npeaynpexaeHue:

Digital Signature: Invalid ==

Subject: oTo3B
From: Hatansa
Signed By: movchan@aryptopro.ru

The digital signature on this message is Invalid or Not Trusted.

For more information about the certificate used to digitally sign

the message, diick Details.
Details...

[] warn me about errors in digitally signed e-mail before message opens.

Close

Haxxmute kHonky Details (CBeaeHus) Ansg npocMoTpa CBeAEeHUN 0 cepTudmkare.
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Message Security Properties

@ Subject: oToss

Messages may contain encryption and digital signature layers. Each digital
signature layer may contain multiple signatures.

Security Layers

Select a layer below to view its description.

) subject: oToss

Digital Signature Layer

0 Signer: movchan@cryptopro.ru

Description:

Error:

|The certificate used to create this signature is on a valid Certificate
|Revocation List.

|Birmad b mouchan@eruntonen o =

cina TOCT D 34 409001 /N T o
Click any of the following buttons to view more information about or make
changes to the selected layer:

[ Edit Trust... H View Details... H Trust Certificate Authority. .. ]

[ Warn me about errors in digitally signed e-mail.
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