MHCTPYKLUUA

No KONMPOBaHUIO OTKPLITOro Krnoya B chann

B HekoTOpbix cnydasx Bam MoOXeT notpeboBaTbca dann cepTudukarta
OTKPbITOro Krtova (Hanpumep, Ana OTrpaBku ero Ha Nnowaaky unu pyromy Ballemy
KOHTpareHTy). OTOT (painsi Bbl MOXETE MOSyYMTb, BbIMNOSIHUB CREOYIOLNA HECTOXHbIN
Habop onepauun:

1) TlogknoumTe HOCUTEND ANEKTPOHHBLIX KPUATOrpan4ecKnx Krnoven ¢ Ballemn
Ul k USB-nopTty komnbloTepa.

2) 3anyctute Kpuntollpo CSP (Iyck - [lNaHens ynpasneHusi - Kpunmollpo CSP).
B oTkpbiBLLUEMCS OKHE ynpaBneHus ceorctBamu Kpuntollpo CSP Ha Bknagke
«CepBuUC» HaxmuTe KHonky «MocmoTpeTb cepTUdMKaTbl B KOHTEMHEpE »:

|'® KpunToNipo CSP x|

ANrOpHTHE I BesonacHoCTE I Winlogon I Hacrpoitkn TLS
Obwme I OBopyaosaHue Cepemc | LononHUTENEHD

~ KOHTEAHED 38KPBITOrD KNKKUa
3T MACTEPE NOSBONAKIT NPOTECTMPOBATE, CKOMMPOBATE MAK
YASMWMTE KOHTEAHED 3EKPBITOMD KNKIYE C HOCMTENSA,

MpoTecTvpoBaTh... CronvpoBaTe... | YaamuTe...

~ CepTudmkaTel B KOHTENHEPE 3aKPEITOrO KkoYa

3TOT MACTEP NOSEONAET NPOCMOTPETL CEPTUDMKETEI, HAXOAALMECS
B KOHTEMHEPE 38KPLITOMD KIKIYE, M YCTAHOBMTE X B XPaHUIMLLE
CEPTHMDMKATOE.

 MigHeli cepTduKaT
3TOT MAcTep No3BONAET CBASETE CEPTUDMKET M3 daiina c
KOHTEHHEPOM 33KPEITOr0 KIKOYa, YCTAHOBME 3TOT CepTMdMKET B
XPEHMIHLLE,

YCTEHOBWMTD NWUHEIA CEPTUOMKAT. .. |

- Maponu 3aKpeImsx Knoqe

3T MACTEPE NOSBONAKDT M3MEHEHMTE NaponM (MMH-koab!) 3aKPBITEIX
KMHOHER MK YAANWTE 3ENOMHEHHEIE PAHEE NapoM,

WMsMEHWTE NEpank. .. | YA&NMTE 3a8MOMHEHHEIE NEPONM. .. |

QK | OTMena | ﬂpHﬂEHHTbl

3) OTKpoeTCs OKHO yKa3aHWs KOHTeHepa 3aKpbITOro Knya:

l"t' CepTwhHKaThl B KOHTEHEDE 3aKPbITOrD KNoua ﬂ

KoHTelHep 3aKpLITOro KIo4Ya
BEEAWNTE MNW YKEHMTE KOHTEAHED 3AKPEITOrD KNKOHa ANA NPocMoTPa E

CEPTMRMKATOE B 3TOM KOHTEMRHEDE

MMA KNKOUEBOro KOHTERHEPa:

BEEAEHHOE MMA 3AASET KMKOHEBON KOHTEAHED: Mo CEPTUHMKATY. .. |

¥ MNonssoeaTens
) hamneHTERS

BribepuTe CSP ANA NOMCKE KNKOYEBEIX KOHTEHHEDOE:
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider j
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4) Haxatnem kHonkn «O630p» OTpPONTE OKHO BbIGOpA KNOYEBOro KOHTENHepa. B
crnmcke 0BHapyXXeHHbIX KNOYEBbIX KOHTEMHEPOB YKaXXUTE KOHTENHED C BaLLen
QUMM n HaxmuTe KHomKy «OK».

Brifiop KNKOUEBOro KOHTeiHEpa

00:09:42

B CNMCKE NOKE3bIBAT:
% [IpyKecTBEHHEIE UMEHE 1 YHUKaNGHSIE MMeHa

CMCOK KIKDHEBEIX KOHTENHEPOE MoNb30BaTENsA:

5) Wmsa BbIGpaHHOrO KYEBOro KOHTeHepa byaeT NoacTaBneHo B
cooTBeTcTBYyloLee none. Haxmnte kHonky «[aneex:

11k I
"B CeprndmKatol B KOHTelHEPE 3AKPLITOrO KAOYa X|
KoHT eiiHep 3aKpbITOro KNova
BEEAMTE MK YKEHWTE KOHTEMHED 3EKPLITOMD KAKOMa ANA MPOCMOTPA g

CEPTUDUKATOE B 3TOM KOHTEMHEDE

MMA KIKOH4EE0ro KOHTERHEPS:

340 Pora w Konemra Ofzop... |
BEEAEHHOE MMA 3308ET KIKIYEE0M KOHTEHHED! Mo cepTHAMKETY. .. |

% MonesosaTena
o FoMiEHTERE

BrifepuTe CSP ANA NOMCKE KNKOYEBLIX KOHTEMHEDOB:
Crypto-Pro GOST R 34. 10-2001 Cryptographic Service Provider j
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6) OTKpOeTCs OKHO NPOCMOTPA M YCTAHOBKU cepTudukaTa. HaxmuTe KHOMKy
«CBouctBay:

l"'t' CepTwdMKaThl B KOHTEHEPE 3aKPLITOro Knkoua ﬂ
CeprmdmKat gna npocMoTpa
MPoCcMOTRMTE W BeIbepUTE cepTUdMKET ﬁﬂ

CepTiudumKar: |EeH,u,ep Cetan MEparumoemny

CybbekT: IINN=54DEEEDDD1, E=0.hender@mail.ru, C=RU, 5=54 Hoeocutupckan
MoCTaBLLME: I E=ca@r54.center-inform.ru, C=RU, S=Hosocmbupckan ofinacTs, L=Hosc
AeACTBMTENEH C: I 02aerycra 2011r. 11:31:00

AEeACTBMTENEH Mo I 02 aBrycta 2012 r. 11:40:00
CepuittHilil HoMep: lm

YeTaHoBMTE |

OEE0M, .. |
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7) B OTKpbIBLLEMCHA OKHE NPOCMOTPA CBOMCTB CepTUhmKaTa NnepeknioumTech Ha
Bkragky «CocrtaB» n HaxmuTe KHonky «KonupoBaTtb B channy»:

x

‘Ofwme Coctas |I'Iy'rb CEpTDMKaLIM I

Nokazate: |<Bce> ﬂ

Mane 3Ha4eHue =
DBepmﬂ W3

CepuiAHEIR HOMED = ———
BAﬂropmm noan1oq IOCT P 34.11/34,10-2001
BAﬂropmm ¥3IWWpOBaHWA no... MOCT P 34.11-94 pro
BHBD.EITEHI: CentrInform Nvsf, Hecd @ry...
DﬂeﬁnsMTenEH C 02aerycta 2011 r, 14:32:00
DﬂeﬁnBMTEHEH no 02aerycTa 2012, 14:41:00
gCyﬁbEKT naBa dhepMepcKora Xo3ARCT. .. j

CEOMCTES, .

MoapobHee o cocTase cepTuduKaTa

OK |

8) 3anyctutcsa MacTtep akcnopTta cepTudukatoB. HaxxmuTe KHomnky «[daneey:

MacTrep 3KcnopTa cepTndMKaTos ﬂ

Macrep 3xkcnopta cepTudMKaToB

|
> | 3TOT MACTEP NOMOraeT KOMMPOBETE CENTUDMKETEI,
l;‘ g_{ CrMCKKM AOBEPHA W CTMCKM 0T36IBE CEPTUMKETOE M3
"__';i;'ﬂ XPEHMMILE CEPTUOMKETOB Ha NOKANBHBIA AWK,
-

CepTUdMKET, BblAaHHEIA LEHTPOM CEPTUBMKELAM,
ABMAETCA NOATEEPHAEHWEM BALEN NMHHOCTH W
COAEPHMT MHDOPMELYAKD, HEORXOAMMYKD ANA SaWWTEI
AEHHEIX MM YCTAHOBNEHUS 3aLLMWLEHHEIX CETEBEIX
MOAKNKOHEHWIA, XPEHUNMLLE CEPTUDMKETOE - 3T0
0BMacTE CMCTEMEI, MPEAHASHAYEHHaA ANA ¥PaHEHUS
CEPTHMDMKATOE.

[1nA MPoAOMKEHWUA HEKMATE KHOMKY "[anee”,
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9) B cnegyolem okHe MacTepa Takke HaxXMuTe KHOMKY «[aneex:

:"'I' MacTep 3KcnopTa cepTnMKaTos ﬂ

IHCNOPTHROBAHHE IAKPEITOND KNHYE
MOMHO 3KCNOPTUPOBATE 3aKPEITHIN KDY BMECTE C CepTUdMKaTOM,

3EKPBITHIE KMKOUM 3EWMILEHE! NaponeM, YTobbl SKEMopTUPOBATE SEKPBITEIA KoY
BMECTE C cepTMhMKETOM, Hy#HO ByaeT yKasaTte napons.

SKCMOPTHPOBATE 3aKPLITEIA KoY BMECTE C CepTUdMKaTOM?

1 15, SKEMOPTHPOEATE SAKEEITE KIHH

¥ Het, He SKNOpTMPOBATE 3aKPLITHIA KII0Y:

MPMMEYEHME: COOTBETCTBYHOWMI 3KPBITEIA KDY 0TMEYEH KK 3anpeLLEHHbIi Ans
3KCropTa. MoMHO 3KCNOPTUPOBATE MWL CEPTHGMKET.

MoapobHee of 3KCNOPTE SAKDLITEIX KIKOHEN

< Hasan I Hanee > I OTMeHa |

Mpumeyanue: B cootBeTcTBUM C [Mpukaszom ®CH PP ot 27 gekabps 2011 r. Ne 796 «O6 yTBEepxaeHum
TpeboBaHun K cpeacTBaM SMEKTPOHHOM noanucn u TpeboBaHWA K CpeacTBaM YAOCTOBEPSIOLLEro
LueHTpa» KpunTtorpaduyeckue Knwuu, ucnonb3yemble Ans pabotel Ha O3TI1, BbinyckatwoTcs 6e3
BO3MOXXHOCTM 9KCMOPTUPOBAHNSA (KONMPOBAaHWSA) 3aKPbITbIX KIHOYen.

10) B cnepyoLLeM okHe MacTepa Takke HaxMuTe KHorky «faneex:

Macrep 3kcnopTa ceprndmKaTos ﬂ

$opmMaT IKCNopTHPYeMoro daina
CepTudMKaTel MOryT ObiTe SKOMOPTHPOBAHE! B PasnMYHEIX dhopraTax.

BribepuTe hopMaT daiina cepTUhuKaTa:
% aiinb %.509 {.CER) & koouposke DER
' ®aiinb %.509 {.CER) & koauposke Base-64
" Crannapt Cryptographic Message Syntax - cepTudmkarsl PKCS #7 (.p7h)
| BrenroumTe o BOEHEHHOETH BEE CERTHMIATE! B YT CERTHEMEELHH

{7 dafin ofimera THEHOH HHbopMALHER - PKES #12 (,PEXY

[ | BknioumTE MO EOEMOMHOETH BCE CERTHRHIATE! B My T CERTHRHRALHH
[ | aanmTe sakps Ml kaHY Necne YEnEIHorD SKENopTS
[~ SKcmopTHROESTE BCE PACUHPERHEIE CEOHETES

" YpaHHMIHLLE CEpHANHMEOEaHHE: cepTHMkanas (S5

Moapobree o dopmate dalinos cepTrdukaTos

OTmMena



http://www.ci54.ru/assets/files/downloads/796.pdf

11) B aTOM OKHE HaXXmMuTe KHOMKY «OB630p» 1 NpK NOMOLLM CTaH4APTHOro guarnora
Windows ykaxkuTe rnosiHoe Mms BbIXOQHOrO dpannia aKcnopTupyemMoro
cepTudumKaTa OTKPbITOroO Kroya:

MacTrep 3KcnopTa cepTndMKaTos ﬂ

HmMa skcnopTapyemoro daina
VHEMMTE MMA SKCNOPTHPYEMOrD Gaina

MMA daina:

C:\Pora v Konbima.cer Ofzop... I
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12) BbINONHUB BCE MHCTPYKLUN MacTepa, HaXXMuTe KHOMKY « 0TOBOX:

MacTrep sxcnopra cepTrndmKaTos =l

3apepwenue paboTm Mmacrepa
3KCNopTa cepTHPMKaTOB

PaboTa MacTepa 3KCNopTa CEpTHRMKATOE YCMeWHo
ZEBEPWEHE.

SHKONOPT KAKYER
BKNMKOYMTE B MyTh BCE CEPTHdMKATEI HeT
MopHat dainoe AeouqHele dai

1 | ol
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ByaeT BblgaHo cooblieHne o 3aBeplieHun paboTbl MacTepa:

Macrep axcnopra cep il

SKCNOPT YOMEWHO BeINOAHEH,

Tenepb Bbl MMeeTe B CBOEM pacnopskeHun dann cepTudukata OTKPbITOro
Kntoya, KOTOpbIN MOXeTe OTNpaBuTb Ha NNowaaky unu ApyroMy BallemMy KOHTpareHTy.
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